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Lab Objectives

This lab shows how to do basic tasks to quickly and easily set up a FAS controller to allow
quick start with NetApp disk array to hosting a CIFS share, NFS export, and iSCSI LUN.
The lab also demonstrates the unique advantage of NetApp disk arrays — snapshots and
theirs integration with server operating system and/or applications.

This lab’s environment includes Windows and Linux hosts suitable for establishing CIFS,
NFS, and iSCSI client connections but this lab guide does not include any instructions for
configuring those clients to work with the FAS disk array.

Usernames and passwords

System Username Password
Windows 2008 (DC) Administrator passwWord
CentOS root passwWord
NetApp Simbox root passWOrd
Domain user NetApp netapp Netap123
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What is not possible to do on this environment.

Simulate ONTAP 9 supports most ONTAP functionality and the majority of its features.
However, Simulate ONTAP has some functional limitations and does not support some
Data ONTAP features because of the virtualization architecture.

Simulate ONTAP has the following limitations:

e Non-Volatile RAM (NVRAM) is simulated and is not persistent.

o Data loss might occur after power cycles. You must shut down the simulator
properly to avoid data loss.

e You can have a maximum of four simulated disk shelves with 14 disk drives per
shelf, for a total of 56 drives per simulator.

e Each simulated drive is limited to 9 GB. Note: The simulator image is pre-
configured with 28 x 1 GB disks; 14 each on simulated disk shelves 0 and 1 and 14
simulated 520 MB SSD drives in shelve 2.

e You can create 64-bit aggregates, but they are limited to a maximum of 9 GB per
simulated disk drive.

e Simulate ONTAP is not suitable for applications that require high performance or
heavy 1/0.

Simulate ONTAP does not support the following features:

¢ High Availability (CFO/SFO)
e Fibre channel and SAN connectivity
e CFE, BIOS, shelf FW, and so on
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LAB 1: Overview

TASKI1: Put a “P” or “L” beside each item in the following list of Data ONTAP
cluster-mode concepts to indicate whether it is physical or logical.

_____hode

__disk

___ aggregate

_____virtual server (Vserver)

___ cCluster

_____network port

____ flexible volume

_____ Snapshot copy

____SnapMirror copy

____host bus adapter (HBA)
LIF

TASK2: Put an “N,” “A,” or “D” (or a combination of those letters) beside each item
to indicate whether it has a node Vserver, administration Vserver, or data Vserver
scope.

__ disk

_____namespace

__ dataLIF

_____network port

____ cluster management LIF

___ flexible volume

____aggregate

_____Snapshot copy

_____host bus adapter (HBA)
LUN

END OF EXERCISE
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LAB 2: Installation and configuration

TASK 1: Creating a two-node cluster

Aim of this exercise is to create a cluster, configure the first node in the cluster, and then add
a second node to the cluster.

Step 1.

From the Windows machine in your lab kit, use PUTTY to open a telnet session to “Console
nodel” to the first storage controller in your lab kit and verify that the preconfigured entry
is correct. (We have not configured IP addresses yet so we cannot use IP address).

ﬂ PuTTY Configuration |
Categony:
E=- S_essiu:un | B asic options For your PuT T session |
L.Dgglng — Specify the destination you want to connect to
| | = Teminal
Hozt Mame [or IP address] Part
- feyboard
-~ Bel I |22
- Features Connection ype:
= “wfirdia " Baw  Telnet ¢ Rlogin @ S5H ¢ Seqal
- Appearance B i
- Behaviour Load, zave or delete a stored session
| - Tranzlation Saved Seszions
I - Selection I
I I:':'l':'_urs Default Sethings Load |
[=]- Connection Lirius =
- Data Model conzale g |
-~ Prawy Mode2 conzole e
- Telnat Delete |
- Rlogin
- 55H
- Gerial Cloze window on exit;
" Alwaps MNewer ¢ Only on clean exit
Ahot | Open I LCancel

Step 2.

When node boots, then the Cluster Setup wizard starts on the console.

Welcome to the cluster setup wizard.

You can enter the following commands at any time:
"help" or "?" - if you want to have a question clarified,
"back" - if you want to change previously answered questions, and
"exit" or "quit" - if you want to quit the cluster setup wizard.
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Any changes you made before quitting will be saved.

You can return to cluster setup at any time by typing "cluster setup".
To accept a default or omit a question, do not enter a value.

This system will send event messages and periodic reports to NetApp Technical
Support. To disable this feature, enter

autosupport modify -support disable

within 24 hours.

Enabling AutoSupport can significantly speed problem determination and
resolution should a problem occur on your system.

For further information on AutoSupport, see:
http://support.netapp.com/autosupport/

Type yes to confirm and continue {yes}:yes

Enter the node management interface port [eOc]: eOc

Enter the node management interface IP address: 10.34.x1.31

Enter the node management interface netmask: 255.255.255.0

Enter the node management interface default gateway: 10.34.x1.1

A node management interface on port eOc with IP address 10.34.x1.31 has been created.

Use your web browser to complete cluster setup by accessing https://10.34.x1.31
Otherwise, press Enter to complete cluster setup using the command line interface: <Enter>

Step 3.

Do you want to create a new cluster or join an existing cluster? {create, join}:

NOTE: If you make a mistake during cluster setup, press Ctrl-C to interrupt the wizard. Log
on with admin username and restart the wizard by re-entering cluster setup at the cluster shell
prompt.

Step 4.

At the prompt, enter create to create a new cluster.

Do you want to create a new cluster or join an existing cluster? {create, join}: create
Step 5.

When prompted about using the node as a single node cluster, reply no because this will be
a multi-node cluster.

Do you intend for this node to be used as a single node cluster? {yes, no} [no]: no
Step 6.

Enter yes to accept the default values for cluster network configuration.

System Defaults:
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Private cluster network ports [eOa, eOb].

Cluster port MTU values will be set to 1500.

Cluster interface IP addresses will be automatically generated.
Do you want to use these defaults? {yes, no} [yes]: yes

Step 7.

Enter the cluster administrator's (username "admin™) password: passWO0rd
Retype the password: password

It can take several minutes to create cluster interfaces...

Step 8.

Name the cluster clusterl.

Step 1 of 5: Create a Cluster

You can type "back", "exit", or "help" at any question.

Enter the cluster name: clusterl

Step 9.

Creating cluster clusterl

Starting cluster support services.....

Cluster clusterl has been created.

Step 10.

Do not add additional license keys at this time but press Enter to continue.
Step 2 of 5: Add Feature License Keys

You can type "back", "exit", or "help" at any question.

Enter an additional license key []:

Step 11.

Configure the cluster management resources:

a. Type e0c as the port to host the cluster management interface.
b. Enter the IP address, netmask, and default gateway.

Insert the IP addresses depend on your POD number.

Step 3 of 5: Set Up a Vserver for Cluster Administration

You can type "back", "exit", or "help" at any question.

Enter the cluster management interface port [e0d]: eOc

Enter the cluster management interface IP address: 10.34.x1.21

Enter the cluster management interface netmask: 255.255.255.0
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Enter the cluster management interface default gateway: 10.34.x1.1

A cluster management interface on port eOc with IP address 10.34.x1.21 has been created.
You can use this address to connect to and manage the cluster.

Step 12.

Enter the domain name and IP address of the DNS server.

Enter the DNS domain names: ntap.labl

Enter the name server IP addresses: 10.34.x1.10

DNS lookup for the admin Vserver will use the ntap.labl domain.
Step 4 of 5: Configure Storage Failover (SFO)

You can type "back", "exit", or "help" at any question.

SFO will not be enabled on a non-HA system.

Step 5 of 5: Set Up the Node

You can type "back", "exit", or "help" at any question.

Where is the controller located []: Bratislava/Slovakia

Step 13.

Cluster "cluster1™ has been created.

To complete cluster setup, you must join each additional node to the cluster

by running "system node show-discovered" and "cluster add-node” from a node in the
cluster.

To complete system configuration, you can use either OnCommand System Manager
or the Data ONTAP command-line interface.

To access OnCommand System Manager, point your web browser to the cluster
management IP address (https://10.34.x1.21).

To access the command-line interface, connect to the cluster management
IP address (for example, ssh admin@10.34.x1.21).

Step 14.

If the completion of the cluster setup wizard logs your management session off, log back in
as admin.

Step 15.
To check the status of your new cluster, enter the cluster show command at the console.

clusterl::> cluster show

Node Health Eligibility
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cluster1-01 true  true

Step 16.

Disable autosupport

clusterl::> autosupport modify -support disable
Step 17.

Log off from terminal (telnet) session and log on trough SSH session to cluster management.
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TASK 2: Add a second node to cluster
Step 1.

DISTRIBUTION Trust the Strong

From the Windows machine in your lab kit, use PuTTY to open a telnet session to the second

storage controller in your lab kit. It is preconfigured in PUTTY as Console node2.
Step 2.
Follow the cluster setup wizard.

Welcome to the cluster setup wizard.

You can enter the following commands at any time:
"help" or "?" - if you want to have a question clarified,
"back" - if you want to change previously answered questions, and
"exit" or "quit" - if you want to quit the cluster setup wizard.
Any changes you made before quitting will be saved.

You can return to cluster setup at any time by typing "cluster setup".
To accept a default or omit a question, do not enter a value.

This system will send event messages and periodic reports to NetApp Technical
Support. To disable this feature, enter

autosupport modify -support disable

within 24 hours.

Enabling AutoSupport can significantly speed problem determination and
resolution should a problem occur on your system.

For further information on AutoSupport, see:
http://support.netapp.com/autosupport/

Type yes to confirm and continue {yes}: yes

Step 3.

Configure node management:

a. Type e0c as the default port to host the node management interface.
b. Enter the IP address, netmask, and default gateway.

c. Press Enter to leave AutoSupport enabled.

Enter the node management interface port [eOc]: eOc

Enter the node management interface IP address: 10.34.x1.32

Enter the node management interface netmask: 255.255.255.0

Enter the node management interface default gateway: 10.34.x1.1

A node management interface on port e0Oc with IP address 10.34.x1.32 has been created.
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Use your web browser to complete cluster setup by accessing https://10.34.x1.32
Otherwise, press Enter to complete cluster setup using the command line interface: <Enter>
Step 4.
Do you want to create a new cluster or join an existing cluster? {create, join}: join
System Defaults:
Private cluster network ports [e0a,e0b].
Cluster port MTU values will be set to 1500.
Cluster interface IP addresses will be automatically generated.
Do you want to use these defaults? {yes, no} [yes]: yes
It can take several minutes to create cluster interfaces...
Step 1 of 3: Join an Existing Cluster
You can type "back", "exit", or "help"” at any question.
Step 5.
Enter the IP address of an interface on the private cluster network from the
cluster you want to join:
Step 6.
First we need to identify private cluster network from the cluster we created.
Switch to window with SSH session to cluster management. Enter command:
clusterl::> network interface show
Logical Status Network Current  Current Is
Vserver Interface Admin/Oper Address/Mask  Node Port Home

Cluster
clusterl-01_clusl
up/up 169.254.yyy.yy/16 clusterl-01 eOa true
clusterl-01_clus2
up/up 169.254.zzz.zz/16 cluster1-01 eOb true
clusterl
cluster1-01_mgmtl
up/up 10.34.x1.31/24  cluster1-01 eOc true
cluster_mgmt up/up 10.34.x1.21/24  clusterl-01 eOc true

4 entries were displayed.
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Step 7.

Enter cluster1-01_clusl ip address to join the existing cluster.

Enter the IP address of an interface on the private cluster network from the
cluster you want to join: 169.254.yyy.yy

Joining cluster at address 169.254.yyy.yy

Starting cluster support services

This node has joined the cluster clusterl.

Step 2 of 3: Configure Storage Failover (SFO)

You can type "back", "exit", or "help" at any question.

SFO will not be enabled on a non-HA system.

Step 3 of 3: Set Up the Node

You can type "back", "exit", or "help" at any question.

This node has been joined to cluster "clusterl”.

To complete cluster setup, you must join each additional node to the cluster

by running "system node show-discovered" and "cluster add-node” from a node in the
cluster.

To complete system configuration, you can use either OnCommand System Manager
or the Data ONTAP command-line interface.

To access OnCommand System Manager, point your web browser to the cluster
management IP address (https://10.34.x1.21).

To access the command-line interface, connect to the cluster management

IP address (for example, ssh admin@10.34.x1.21).

login:

Step 8.

Log off from terminal (telnet) session.

Step 9.

To check the status of your new cluster, enter the cluster show command at the CLI.

clusterl::> cluster show

Node Health Eligibility
cluster1-01 true  true
cluster1-02 true  true
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2 entries were displayed.
Step 9.

Type network interface show and observe the cluster interfaces on both nodes and their
associated IPs, noticing that the IP addresses are in a private network range.

clusterl::> network interface show

TASK 3: Preserve free space on vol0 volumes
Step 1.

This step is necessary only when running a virtualized cluster. The virtual disks attached to
each node are small compared to real hard disks, resulting in unrealistic sizes for aggr0 and
volO.

Step 2.

Turn off snapshots on vol0 on both nodes.

clusterl::> system node run -node cluster1-01 vol options vol0 noshap on
clusterl::> system node run -node cluster1-02 vol options vol0 nosnhap on
Step 3.

Set snap reserve on vol0 to 0%.

clusterl::> system node run -node cluster1-01 snap reserve vol0 0
clusterl::> system node run -node cluster1-02 snap reserve vol0 0

Step 4.

From the command line, show the aggregates:

clusterl::> stor aggr show

You should see only two aggregates, an aggrO owned by each of the two nodes in the cluster.

NOTE: The #Vols column shows that each aggregate contains one volume. Those are the
vol0 volumes for each node. You cannot move them from their respective aggregates as you
will be able to move the volumes that you will create later.

Step 5.

Rename the aggrO aggregates so that they are more easily identifiable.
clusterl::> aggr rename -aggregate aggrO_clusterl 01 -newname aggrO_nl
clusterl::> aggr rename -aggregate aggrO_clusterl 02 -newname aggrO_n2
Step 6.

Verify the new names.

clusterl::> stor aggr show
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The aggr0 aggregates have only one data disk each. The size of the data disk is 1GB.
Step 7.

Next steps till end of the exercise are specific only for the simulator environment. Add 3 data
disks to each aggr0 aggregate.

clusterl::> aggr add-disk -aggregate aggr0_n1 -diskcount 3
clusterl::> aggr add-disk -aggregate aggr0_n2 -diskcount 3
Step 8.

Increase the size of volO to 3GB.

clusterl::> system node run -node cluster1-01 vol size vol0 +2g
clusterl::> system node run -node cluster1-02 vol size vol0 +2g
Step 9.

Verify the volO settings.

clusterl::> volume show -vserver cluster1-01 -volume volO

clusterl::> volume show -vserver cluster1-02 -volume volO

Step 10.
Assign all unassigned disk drives

clusterl::> storage disk show -container-type unassigned

clusterl::> storage disk assign -all -node cluster1-01
clusterl::> storage disk assign -all -node cluster1-02
clusterl::> storage disk show -container-type unassigned
There are no entries matching your query.

END OF EXERCISE

www.alef.com ALEF Distribution SK, s.r.o., ICO 357 034 66
Galvaniho Business Centrum |V, Galvaniho 17/C, 821 04 Bratislava, Slovakia IC DPH SK2020341158
T +421 (2) 4920 3888, F +421 (2) 4920 3899, E-mail sk-reception@alef.com
Obchodny register Okresného sudu Bratislava 1, Oddiel: Sro, vlozka ¢islo 12187/B


mailto:sk-reception@alef.com

DISTRIBUTION Trust the Strong

LAB 3: Cluster administration basics

In this exercise, you use the CLI and NetApp OnCommand GUI to explore how to manage
a cluster. You also familiarize yourself with NetApp licensing.

Objectives of this exercise
By the end of this exercise, you should be able to:

e Connect to the command shell and explore the command hierarchy
¢ Review command options

e Compare privilege levels

e Use partial commands and complete commands with the Tab key
e Install NetApp OnCommand GUI

e Configure NetApp OnCommand GUI for your cluster

e Manage feature licenses

TASK 1. Connect to the command shell and explore the command hierarchy
Step 1.

From one of your node management sessions, enter network interface show and find the IP
address of your cluster management interface.

clusterl::> network interface show

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port Home
clusterl

cluster mgmt up/up 10.34.x1.21/24 clusterl-01 elc true
clusterl-01

clusl up/up 169.254.12.222/16 clusterl-01 ela true

clus2 up/up 169.254.131.174/16 clusterl-01 e0b true

mgmt1 up/up 10.34.x1.31/24 clusterl-01 e0d true
clusterl-02

clusl up/up 169.254.245.33/16 clusterl-02 ela true

clus2 up/up 169.254.95.73/16 clusterl-02 e0b true

mgmt1 up/up 10.34.x1.32/24 clusterl-02 e0d true

7 entries were displayed.
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In PUTTY, configure a new Secure Shell (SSH) session for the cluster management interface
that you created in the previous exercise, and click Save to preserve the entry.

2 PUTTY Configuration
Categony:
E=- S_essiu:un | B azic options For pour PuT T zession
""" L.Dgglng — Specify the destination you want to connect to
[=I- Terrmninal
Hozt Mame [or IP address] Part
- feyboard
 Bell [10.34.11.21 [22
- Features Connection bpe:
[=I- Wwfirdo " Raw  Telnet © Rlogin @ S5H ¢ Seqal
- Appearance B i
.. Behaviour Load. zave or delete a stored session
. Tranzlation Saved Seszions
- Selection ||:Iuster1 -mgmt
Eu:ulu:uyrs Cefault Settings
[=]- Connection Centds 2
. Data Congale nodel g |
- Prowy Conzole node aiE
cluster? -01 -mgmt |
Telr'u.at cluster! -02-rmgrt Delets
- Rlogin
[+ 55H
- Geiial Cloze window on exit;
 Alwaps 7 MNewer £ Only on clean exit

Abot |

Open Cancel

]|

Step 3.

Using PUTTY, log in to the cluster management interface as admin, and compare the
interface and the output of some command shell commands on both the cluster management
session and a node management session. Are there any differences?

Step 4.

Close any open node management sessions by typing exit then pressing Enter, but leave the

cluster management session open.
Step 5.

Type ? to review the commands and command directories at the top level of the command

hierarchy.

clusterl::>?

NOTE: You don’t need to press Enter after typing a question mark.

www.alef.com ALEF Distribution

SK, s.r.o.,,

Galvaniho Business Centrum IV, Galvaniho 17/C, 821 04 Bratislava, Slovakia
T +421 (2) 4920 3888, F +421 (2) 4920 3899, E-mail sk-reception@alef.com
Obchodny register Okresného sudu Bratislava 1, Oddiel: Sro, vlozka ¢islo 12187/B

ICO 357 034 66
IC DPH SK2020341158


mailto:sk-reception@alef.com

DISTRIBUTION Trust the Strong

Step 6.

Review the objects in the storage command directory.

clusterl::> storage ?

Step 7.

From the command shell, review the top-level command directories.
clusterl::>?

NOTE: An entry that ends with a “right angle bracket” (>) symbol is a command directory
rather than a command. The structure resembles a UNIX or a DOS shell, in that you cannot
execute command directory names as you do commands, but you can navigate to them.
Command directories can contain subdirectories, commands, or both. Command directories
provide contextual and hierarchical grouping of commands, so the command structure is not
flat.

Step 8.

Go into the cluster directory.
clusterl::> cluster <Enter>
clusterl::cluster>

NOTE: The question mark can be used at any level of the command hierarchy to see what
commands and directories are available within that context. Notice that the command shell
prompt changes to indicate which context you’re in.

Step 9.

Look at the available commands and directories at this level.
clusterl::cluster>?

Step 10.

Go into the statistics directory.

clusterl::cluster> statistics

clusterl::cluster statistics>

You’re now in the cluster statistics context.

Step 11.

See what’s available at this level.

clusterl::cluster statistics>?

Step 12.

Go back (up) one level by typing two periods and then pressing the Enter key.
clusterl::cluster statistics>..

clusterl::cluster>
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Step 13.
Notice that you’re back at the cluster level.

NOTE: From any level, you can enter top to go directly to the top of the entire command
hierarchy.

Step 14.

Examine the manual page for the cluster command directory.
clusterl::cluster> man cluster

Step 15.

Enter g to exit the manual page.

Step 16.

Examine the manual page for the cluster modify directory and compare the output with the
output of the man cluster command in the previous step.

clusterl::cluster> man cluster modify

TASK 2: Review command options

Step 1.

Go to the storage aggregate level within the command shell.
clusterl::> storage aggr

Step 2.

From the storage aggregate level, run this command:
clusterl::storage aggregate> modify ?

NOTE: Square brackets ([]) indicate optional command elements. The output of this
command shows the parameter —aggregate with brackets around the parameter name, but not
around the parameter value. This means that the parameter name is optional, but the value is
required. You can enter the aggregate name as a positional parameter rather than a named
parameter, to save keystrokes. All other parameters and values are optional, but brackets
surround both parameter and value because, if you provide one, you must provide the other
(the value cannot be specified based on positional).

In this case, the aggregate name is required to determine which aggregate will be modified.
Although the other parameters are technically optional, at least one of them should be
specified for this command to be meaningful (that is, to actually modify an attribute of this
aggregate).

Step 3.
Review the options for the storage aggregate scrub command.

clusterl::storage aggregate> scrub ?
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NOTE: As with the modify command, the aggregate name is required, but the parameter
name is optional. In addition, the action value is required, but the parameter name (—action)
is optional. Two possible forms of the command are:

e storage aggregate scrub —aggregate aggrO —action start
e storage aggregate scrub aggro start

Step 4.

Review the possible keyword values for the —state parameter.

clusterl::storage aggregate> modify -state ?

TASK 3: Compare privilege levels

Step 1.

Look at the volume directory.

clusterl::> volume ?

The default privilege level is admin.

Step 2.

Note the commands that are available in this directory context at this privilege level.
Step 3.

Switch to the advanced privilege level.

clusterl::> set -privilege advanced

NOTE: Because -privilege is an optional positional parameter of the set command, you can
also specify the desired privilege level as a positional parameter: set advanced.

Step 4.

While you are in the advanced privilege level, look again at the volume directory.
clusterl::> volume ?

Step 5.

Notice the additional commands that are available.

Each command and directory that is available for non-admin privilege levels has an asterisk
(*) in front of its description.

Step 6.
Switch back to the admin privilege level.

clusterl::> set admin
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TASK 4: Use partial commands and complete commands with the TAB key
Step 1.

Display the logical interfaces.

clusterl::> network interface show

Step 2.

Try the following command:

clusterl::> net int sho

The command fails because this form of the command is ambiguous. Multiple verbs in this
command hierarchy begin with the letters “sho.”

Step 3.

Retype the command using the full verb, show.

clusterl::>ne in show

Step 4.

Type the first two letters of the network command directory (ne) and press Tab.

If the substring that you type is unambiguous, when you press Tab, the command shell
completes the substring.

Step 5.
Continue the command by typing in and Tab and then sho and Tab.

The network and interface substrings are completed, but because sho is ambiguous within
the context, the command shell displays the options for sho.

Step 6.
This time, enter ne, Tab, in, Tab, show.

TASK 5: GUI management using web browser

You can directly use supported browsers to access GUI. Just enter cluster management
interface IP address to your browser. Open browser and access GUI. Use https://10.34.x1.21

TASK 6: Explore package licensing

Open browser window and enter cluster management ip address (https://10.34.x1.21)

Step 1.

Within the NetApp OnCommand System Manager page, select Configurations > Licenses.
Step 2.

Verify that the Base package is licensed.
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I oncommand System Manager

Type

Licenses
o ractages | Deale
@ aoa x ) Refresh
Applications & Tiers
Package ¥ Entitlernent Risk ~
Trusted Platform Module License -NA- Mo License Available
Network >
FabricPool License M- Mo License Available
WFS License 5 Mo License avallable
a Gumisajobs b CRsuense . [T
iSCSI License - Mo License Available
Configuration -
FCP License - Mo License Available

Verify that the Add License Packages dialog appears.

Add License Packages ®

Enter comma separated license keys

License Files

Browss to select a file... Choose Files

eLicense files are required for features that use capacity based licenses. Know mare

| Add || Cancel |

Step 5.

To follow best practices, you should add feature keys for each node in the cluster, so type
the SnapVault key for each node.

INITIBOQKBFDUFZGABGAAAAAAAAAAA
SUOYOUNEFXMSMUCEZFAAAAAAAAAAA

Step 6.

Click Add.

Step 7.

Verify that the SnapVault package was correctly identified. These codes are node locked
within the cluster.
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Add lleenses status b

Status of the newly added licenses packages is shown below.

Fackage/licenze Code Status  Type ClusterfMode
SnapWault License v Maode Locked clusterl-02
Snaphault License ol Mode Locked cluster?-01

Close

Step 8.
Click Close.

Step 9.

To verify that the new package is licensed in the list, click the package to see licensing details
in the lower pane.

Licenses
Dashboard Packages | Details
an C Refresh
Applications & Tiers b
Package = | Entitlement Risk ~

Storage »
DEPRECAT

Network r Trusted Plaf
Protection >

Events & Jobs 3

Configuration 4 CIFS License

Step 10.

Switch back to the cluster management SSH PUTTY session and, if necessary, authenticate
as admin.

Step 11.
Enter this command to view the cluster’s serial id:

clusterl::> cluster identity show

Cluster UUID: 4d0c7e7f-8b4a-11e8-al189-0050569fec97
Cluster Name: clusterl
Cluster Serial Number: 1-80-000011
Cluster Location: Bratislava/Slovakia

Cluster Contact:
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For this sample output, the serial number is 1-80-000011.

Step 12.

Identify the serial numbers for each system within the cluster.
clusterl::> system node show -fields node, serialnumber
node serialnumber

clusterl-01 4082368511

clusterl-02 4034389062

2 entries were displayed.

Step 13.

Navigate to the license hierarchy.

clusterl::> license

clusterl::system license>

The prompt takes you to the system license command hierarchy.
Step 14.

List the available commands.

clusterl::system license> ?

add Add one or more licenses
clean-up Remove unnecessary licenses
delete Delete a license
entitlement-risk> The entitlement-risk directory
show Display licenses
status> Display license status

Step 15.

View the currently licensed packages.
clusterl::system license> show

Step 16.

List details about the available license packages.
clusterl::system license> status show

Step 17.

Add the CIFS licenses for both nodes.

clusterl::system license> add -license-code
CAYHXPKBFDUFZGABGAAAAAAAAAAA ,MHEYKUNFXMSMUCEZFAAAAAAAAAAA
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License for package "CIFS" and serial number "1-81-
0000000000000004082368511" installed successfully.

License for package "CIFS" and serial number "1-81-
0000000000000004034389062" installed successfully.

(2 of 2 added successfully)

Step 18.

Verify the new CIFS licenses.

clusterl::system license> show

Step 19.

Add the FC license for a node that is not currently in the cluster.

NOTE: You can add license codes for nodes that do not exist in the cluster. This is often
done to “preload” the license for nodes that are going to be added.

clusterl::system license> add -license-code
KOBYNDUCCLPKICAAAAAAAAAAAAAA

License for package "FCP'" and serial number "1-81-
0000000000000000000333333" installed successfully.
(1 of 1 added successfully)

Step 20.

View the currently licensed packages.
clusterl::system license> show
Step 21.
Type the following command and then press the TAB key:
clusterl::system license> clean-up —<TAB>
-unused -expired -simulate

NOTE: You can select expired or unused licenses to be removed. An unused license is a
license that is associated with nodes that don’t belong to the cluster.

Step 22.

Verify what will be cleaned up with the unused command.
clusterl::system license> clean-up -unused -simulate
The following licenses can be cleaned up:

Serial number: 1-81-0000000000000000000333333

Owner: none

bPackage Reason
FCP Serial number is not used by any node in the cluster
Step 23
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Clean up unused licenses
clusterl::system license> clean-up -unused

1 unused license deleted.

Step 24.

Verify that the FCP license was removed.

clusterl::system license> show

Step 25.

Use GUI or the command shell to enter the other licenses required on clusterl.
clusterl 01

FlexClone WSKTAQKBFDUFZGABGAAAAAAAAAAA
iSCSI OUVWXPKBEFDUFZGABGAAAAAAAAAAA
NF'S QFATWPKBEDUFZGABGAAAAAAAAAAA
SnapMirror KYMEAQKBEFDUFZGABGAAAAAAAAAAA
SnapRestore YDPPZPKBEFDUFZGABGAAAAAAAAAAA

clusterl 02

FlexClone GARJOUNFXMSMUCEZFAAAAAAAANAA
iSCSI YBCNLUNFXMSMUCEZFAAAAAAAAAARA
NE'S ANGJKUNEFXMSMUCEZFAAAAAAAAAAA
SnapMirror UFTUNUNFXMSMUCEZFAAAAAAAARAARA
SnapRestore ILVENUNEFXMSMUCEZFAAAAAAAAARA

END OF EXERCISE
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LAB 4: Architecture

In this exercise, you identify kernel and user-space processes, answer questions about
replicated database (RDB) and quorum concepts, and answer questions about vol0 volumes
and limitations.

Objectives of this exercise

e By the end of this exercise, you should be able to:
o Identify kernel and user-space processes
e Explain RDB and quorum concepts

e Explain vol0 volumes uses and limitations

TASK 1: Identify kernel and user-space processes
Step 1.

Using the following list of cluster components, show the path of a network-attached storage
(NAS) write request by labeling each component with a number, starting with 1 for the
initiator of a write request and proceeding in order to the destination of the request.

___Cluster session manager (CSM)
___ D-blade

___Data network port

___NFS or CIFS client
___N-blade

__ Disks

___Nonvolatile RAM (NVRAM)

TASK 2: Explain RDB and quorum concepts
Step 1. List the names of the RDB units.

Step 2. Which RDB unit keeps track of the data that is used to operate the clustershell?

Step 3. Which RDB unit keeps track of the volumes and aggregates and which volumes are
on which aggregates?

Step 4. How many healthy nodes are needed in a 16-node cluster to maintain a quorum?
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TASK 3: vol0 and Vserver root volumes uses and limitations

Step 1. What is the minimum number of volO volumes in a 20-node cluster? What is the
maximum?

Step 2. What is stored on a volO volume?

Step 3. For the following characteristics, write vol0, vsroot, or both to match the volumes
with their characteristics.

a) Isaflexible volume

b) Can have Snapshot copies

¢) Can have mirrors

d) Can be accessed by NFS or CIFS clients

e) Canbebackeduptotape

f) Canbecopied

g) Can be accessed by the systemshell

h) Can have junctions to other volumes

i) Cannot be moved to another aggregate
END OF EXERCISE.
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LAB 5: Physical data storage

In this exercise, you use the CLI and NetApp OnCommand GUI to create and add disks to
an aggregate.

Objectives of this exercise

e Create an aggregate
e Add disks to an aggregate

e Create a flash pool

TASKZ1: Create a new aggregate

Step 1.

From the command line, show the aggregates:
clusterl::> stor aggr show

Step 2.

Show the volumes

clusterl::> volume show

Step 3.

View the disks attached to each node, noticing the disks that belong to aggregates and the
spare disks that are available to create additional aggregates.

clusterl::> storage disk show -owner cluster1-01
clusterl::> storage disk show -owner cluster1-02

Step 4.

Display disks by type.

clusterl::> storage disk show -type?

clusterl::> storage disk show -type ssd

clusterl::> storage disk show -type fcal -owner cluster1-01
clusterl::> storage disk show -type fcal -owner cluster1-02
clusterl::> storage disk show -type ssd -owner cluster1-01
clusterl::> storage disk show -type ssd -owner cluster1-02
Step 5.

Look at the usage information of the storage aggregate create command.

clusterl::> stor aggr create ?
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NOTE: To help familiarize yourself with a command, you can type the command without
parameters, followed by a question mark (?).

Step 6.

Create an aggregate with the unique name n01_aggrl (as an abbreviation of aggregate 1 on
the clusterl_01 node).

clusterl::> stor aggr create -aggr n01_aggrl -node cluster1-01 -disktype fcal -diskcount 5

NOTE: The aggregate will have the storage capacity of three disks. (Two of the disks are
used for parity for RAID-DP, which is the default RAID type.) This is only an example. In
a production environment, a RAID-DP aggregate of this size is a very inefficient use of disks.
Also, note that the —diskcount parameter cannot exceed the available number of spare disks.

Step 7.

Review the list of aggregates again.
clusterl::> stor aggr show

Step 8.

Review the details for the new aggregate, noticing that the new aggregate has an HA policy
of sfo.

clusterl::> stor aggr show -aggr n01_aggrl

TASK 2: Add disks to aggregate

Step 1.

clusterl::> aggr add-disks -aggr n01_aggrl -diskcount 2

The aggregate now has two parity disks and five data disks.

Step 2.

Verify the number of disks in the aggregate and the expanded disk capacity.

clusterl::> aggr show -aggr n01_aggrl

TASK 3: Use GUI to create an aggregate
Step 1.
In GUI select Storage> Aggregates&Disks > Aggregates.

You can see aggrO for each of the nodes in your cluster, as well as the aggregate that you
created by using the CLI:
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Step 2.
In the Aggregates toolbar, click Create. In the right upper corner click on “Manually Create
Aggregate” button.

Manually Create Aggregate

The Create Aggregate dialog window appears.

Enter Aggregate Details

To create an aggregate, select a disk type then specify the number of disks,

Mame:
© isx Type: Browse
Mumber of Disks: v
RAID Configuration: -MA-
Mew Usable Capacity: -MA-

Tell me more about FabricPool

9 Mirror this aggregate

Tell me more about mirrored aggregates

Cancel

Step 3.
On the Create Aggregate dialog page, enter these aggregate properties:
a. Enter the Aggregate Name n02_aggrl
b. Select disk type FCAL on node cluster1-02
c. Number of Disks: 10
d. RAID Configuration: RAID-DP, RAID group size of 16 disks
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e. Ensure that the Mirror this aggregate and Use Flash Pool cache checkbox is not
selected.

Step 4.
Create the aggregate

Enter Aggregate Details

To create an aggregate, select a disk type then specify the number of disks,
Mame: n02_aggrl

© Disk Type: FCAL Browse

Disks of 1020.5 ME each from node: cluster1-02

Mumber of Disks: 10 w | Max: 21 {excluding 1 hot spare), min: 5 for RAD-OF
RAID Configuration: RAID-DP; RAID group size of 16 disks Change
Mew Usable Capacity: 7.03 GE (Estimated)

Tell me more about FabricPoo

9 Iirror this aggregate

Tell me more about mirrored aggregates

9 Use Flash Pool cache with this aggregate

Click Submit.
Step 5.
Navigate to Storage > Aggregates&Disks > Aggregates and examine the new aggregate.

Aggregates
Focreste 4 Edt X ! MoreActions 3 Refresh
‘ Status= | Name = | Mode = Type = | Used (%} = ‘ Available Space = | Used Space = | Total Space = ‘ FabricPool =
B ) n02_sggrl cluster1-02 Standard 0 7.03GB 148 KB 7.03GB No
OVERVIEW
Status @ online SPACE ALLOCATICN @ seace savins
© internal tier

Node  cluster] 02

148,00 KB used 703GB
RAID Configuration  raid_dp (Data RAID group size of 16 d.

RAID Status  normal
Root Mo
Number of Volumes 0 volumes

Allocated Disks 10 Disks

] aggro_n1 cluster1-01 Standard 84 540,51 MB 28168 334GB No
] aggr0_n2 Standard 84 548.45 MB 28GB 334GB No
standard 0 439GB 168 KB 439GB No

no1_aggrl

TASK 4: Create a flash pool
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In this task, you will create a 10-disk aggregate of type “flex,” and then you will convert it
to the HDD tier of a flash pool.

Step 1.

Type stor aggr create followed by a question mark (?).

clusterl::> stor aggr create ?

NOTE: There is no option to enable hybrids on the create command.
Step 2.

We create a standard aggregate of type flex first, then convert it to a Flash Pool. Create a
new 10-disk aggregate on clusterl_01. This becomes the HDD tier of our Flash Pool:

clusterl::> stor aggr create -aggr n01_fpl -node cluster1-01 -diskcount 10 -disktype fcal
Step 3.
Inspect the properties of the new aggregate.
clusterl::> stor aggr show -aggr n01_fpl
Step 4.
Enable flash pool by setting hybrid-enabled to true on n01_fp1.
clusterl::> stor aggr modify -aggr n01_fp1 -hybrid-enabled true
Step 5.
Check the status of your aggregate before adding the SSD tier, noticing the available size.
clusterl::> stor aggr show -aggr n01_fpl
Step 6.
Add SSDs to the aggregate and complete the flash pool.
clusterl::> stor aggr add-disk -aggr n01_fp1 -diskcount 5 -disktype SSD
NOTE: You can also specify a list of SSDs by using the -disklist option.
Step 7.
Explore the flash pool, noticing these properties:
e  The number of disks
e The two RAID groups (in spite of the default RAID group size)
e The available size and the total hybrid cache size
clusterl::> stor aggr show -aggr n01_fpl
Step 8.
In GUI, perform these actions:
a. Select your new flash pool.
b. Below the lower pane, click the Disk Layout tab.
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END OF EXERCISE
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LAB 6: Logical data storage

In this exercise, you create a data storage virtual server (Vserver), create a flexible volume,
and mount a volume in a SVM’s namespace. You also create an infinite volume.

Objectives of this exercise:
e Create a data SVM
e Create a flexible volume
e Mount avolume in a SVM’s namespace
e Create an flexgroup volume
TASK 1: Create a cluster SVM
Step 1.
View the SVMs and volumes in your cluster.
clusterl::> vserver show
clusterl::> volume show
Step 2.
View the “node” Vservers and “admin” Vserver.

The node SVMs are the scope in which entities like the volO volumes exist, along with the
node management LIFs and cluster LIFs of each node. The administrative SVM is the scope
in which the cluster management LIF exists.

Step 3.

Create a data SVM named vs1 and provide the name of a root volume (which will be created
by this command).

clusterl::> vserver create -vserver vsl -rootvolume vslroot -aggr n01_aggrl -ns-switch file
-rootvolume-security-style unix

NOTE: This command creates the root volume of the SVM, which means that it’s the root
of this namespace. You created the SVM root volume on node clusterl_01, but that does not
mean that the SVM is assigned to node clusterl_01. SVMs are independent of physical
nodes. The root of the SVM namespace happens to reside there.

Step 4.

View the SVM that you created and note that the new SVM type is “data.”
clusterl::> vserver show

Step 5.

Get more details about the SVM and notice that all protocols are allowed by default.
clusterl::> vserver show -vserver vsl

Step 6.
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View the list of volumes.

clusterl::> volume show

The SVM root volume that was just created is listed.
Step 7.

Notice the default volume size.

NOTE: You can’t specify a volume size with the vserver create command, but you can use
the volume modify command to change the size.

Step 8.

View all the attributes of this volume.

clusterl::> volume show -vserver vs1 -volume vslroot
Step 9.

Review the Junction Path value of this volume.

The slash (/) signifies that this is the root volume of this namespace. Giving this volume the
name “vslroot” is merely a convention to make it obvious that this is a SVM root volume.

Step 10.
View the number of volumes on n01_aggrl.
clusterl::> stor aggr show

This reflects the new root volume and the size of it is reflected in (is subtracted from) the
available field of the aggregate.

TASK 2: Create a flexible volume
Step 1.
In your SVM, on the aggregate n01_aggrl, create a volume.

clusterl::> volume create -vserver vs1 -volume volumel -aggregate n01_aggrl -junction-
path /voll

Warning: The export-policy "default” has no rules in it. The volume will therefore be
inaccessible.

Do you want to continue? {y|n}: y

Each volume is associated with one SVM.
Step 2.

View the volumes.

clusterl::> vol show

Step 3.

View the details of the new volume.
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clusterl::> vol show -vserver vs1 -volume volumel

Step 4.

View the assigned security style.

clusterl::> vol show -vserver vsl -volume volumel -fields security-style
vserver volume security-style

vsl volumel unix

TASK 3: Use GUI to create a flexible volume

Step 1.

In GUI, select Storage > Volumes.

Volumel and the root volume for your SVM appear.

Volumes on SVM | u sums v
o Create |~ FEdit T & actions |~ @ view Missing Protection Relationships & Refresh
Status MName Style SVM Aggregates Thin Provisioned Available Spa... Total Space
volume Flexvol wsl no1_sger] Ho 18.82 MB 20 MB
vslroot Flexvol sl nil_ager1 Ma 1878 MB 20 MB
Step 2.
In the Volumes toolbar, click the Create > Flexvol.
Step 3.
Select SVM.
Browse X

Cnly unlocked and data-serving SVMs are listed here, Select the SV to create volume in it

wel

Mame T State T Subtype Y E
vsl running default
Select Cancel
Step 4.
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To select a home aggregate for the new volume, click the Choose button and select
n02_aggrl, tiering policy snapshot-only.

NOTE: To host a user volume, never choose a node’s aggr0 aggregate.

Create Yolume bl

General || Storage Efficiency | Quality of Service | Protection

Mame: wolume?
Agpregate; ni2_agerl Chooza
Storage Type

® MAS {Used for CIFS or MFS accessy
SAM (Used for FC/FCoE or i5C5l accessy

Data Protection (Used as destination walumel

Tlering Pallcy
Palicy: snapshot-only W

Tell me more about external capacity tier and tiering palicies.

Slze
Total Size: A0 MEBE w
Snapshat Reserve (Y 5 =
Data Space: 380 MB
Snapshot Space: 20 ME

Space Resetrve

Space Resenve {optionaly: Thin Provisioned |

Tell me more ahout space reservation

Create Cancel

Step 5.

Under Storage Type, verify that NAS is selected.
Hint: What happens when protocols aren’t licensed for your cluster?
Step 6.

Set the Total Size to 400 MB.

Step 7.

Leave the Snapshot Reserve percentage at the default.
Step 8.

Select Space Reserve (optional): Thin Provisioned.
Step 9.

Click Create.
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Step 10.
After the wizard is finished, verify the new volume in the volume list.

WVolumes on SVM | a sume v
o Create = AEdit T & adions = W view Missing Proteaion Relationships | & Refresh
Status Name Style S¥M Aggregates Thin Provisioned Avzilable 5pa... Total Space
wolume2 Flexwal wsl n02_aggrl Wes 379.84 MB 400 MB
wolumel Flexwal wsl n01_aggrl Mo 18.82 MB 20 MEB
wslroot Flexal wsl n01_aggrl Mo 18.78 MB 20 MB
Step 11.

Select Storage > Junction Path and verify where the new volume is mounted in the
namespace. The Ul shows that the volume is accessed by clients as /volume2.

NOTE: The junction-path option was not specified when you created the volume with GUI.
GUI automatically mounts new volumes at the SVM root by using the volume name as the
junction name. The default Export Policy has been assigned to the volume.

Junction Path on SVM |, v
F Mount {3 Refresh
Path Storage Object Export Policy Security Style
ay/ 2 vslroo default unix
- W VolumeZ & yojume? default unix
- % vall £ volumel default unix
Step 12.
To unmount volume2, click volume2 to select it and then, on the Junction Path toolbar, click
Unmount.

NOTE: It is not necessary to force the unmount operation.
Step 13.

To begin a series of steps that will remount volume2 in the namespace as vol2 under
volumel, on the Junction Path toolbar, click Mount.

The menu lists all unmounted volumes.
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Mount Yolume ¥

“olume Mame: w
Junction Mame:

Junction Path: Browwse. .

hloart Cancel

Step 14.

Select volume2.

Step 15.

Change the Junction Name to “vol2.”

Step 16.

To choose a point in the Junction Path to mount the volume, click Browse.
Step 17.

Select /voll as the mountpoint.

Browse For Junction Path X

Select a junction path to mount the volume.

. ival
Marme T Type y 4=
ol directary
Select Cancel

Step 18.

To complete the operation, click OK and then click Mount.
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Mount Yolume ¥
“olume Mame: volumez w7
Junction Mame: wol2
Junction Path: Ml Broweze...
flaurt Cancel

Step 19.
Verify that volume2 is mounted at /voll/vol2.
Junction Path on SVM |-, v
5 Mount [ Unmount # Change Export Policy (¥ Refresh
Path Storage Object Export Policy Security Style
aF/ £ vsiroo default mnix
4 ¥ vall E volumel default unix
¥ Vo2 & yolume2 default unix

TASK 4: Configure a flexgroup volume

Step 1.

From CLI, create a SVM to host flexgroup volume.
Step 1.

From the CLI, create a SVM to host flexgroup volume

clusterl::> vserver create -vserver vsflxg -rootvolume vsflxgroot -aggregate n02_aggrl -
rootvolume-security-style unix -language C

Step 2.
Create 6 GB flexgroup volume

clusterl::> volume create -vserver vsflxg -volume flxg_vol -aggr-list n01_aggrl ,n02_aggrl
-aggr-list-multiplier 3 -size 6gb

Warning: The FlexGroup "flxg_vol" will be created with the following number of
constituents of size 1GB: 6.
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Do you want to continue? {y|n}: y
Step 3.

Display the volumes.

clusterl::> vol show

clusterl::> vol show -vserver vsflxg
Step 4.

Display view a FlexGroup volume and its constituents, and monitor the space used by the
FlexGroup volume.

clusterl::> volume show -vserver vsflxg -is-constituent *

Step 5.

Set your session to diag privilege mode, and enter y in response to the prompt:
clusterl::> set diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? {y|n}: y

Step 6.

Display the list of volumes again.

clusterl::*>vol show -vserver vsflxg -fields is-constituent, constituent-role
Step 7.

Examine the aggregates hosting the constituents and the size of the constituents.
clusterl::*> vol show -vserver vsflxg -fields aggregate,size

Step 8.

Set your session back to administrative privilege mode.

clusterl::> set admin

Step 9.

Configure FlexGroup volumes to automatically grow and shrink their size. Starting with
ONTAP 9.3, you can configure FlexGroup volumes to automatically grow and shrink
according to how much space they currently require.

clusterl::> volume autosize -vserver vsflxg -volume flxg_vol -mode grow_shrink

You can also specify the maximum size, minimum size, and thresholds for growing or
shrinking the volume.

END OF EXERCISE.
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LAB 7: Physical networking

In this exercise, you identify port roles and create an interface group.
Objectives of this exercise
o Create ipspace
e Create broadcast domain
e Create subnet
e Create an interface group
e Create a virtual LAN (VLAN)
TASK 1: Create an ipspace
Step 1.
View existing ipspaces
clusterl::> network ipspace show
A list of the existing ipspaces appears.
Step 2.
You can see default created ipspaces: Cluster and Default
Step 3.
To which ipspaces are belonging existing vservers?
Step 4.
Create ipspace with name ipspacel.
clusterl::> network ipspace create ipspacel
Step 5.

What is broadcast domain for ipspacel? Try to create new broadcast domain. Go to Network
-> Broadcast Domains -> Create

Step 6.

We cannot create new broadcast domain for the now because all existing ports are assigned
to others broadcast domains. (From the CLI is possible to create broadcast domain without
assigned ports, but not from GUI.)

; Information

'ﬂ Every port in the cluster is assigned to a hroadcast domain.
Therefare, a new broadcast domain cannot be created.

Qb

www.alef.com ALEF Distribution SK, s.r.o., ICO 357 034 66
Galvaniho Business Centrum |V, Galvaniho 17/C, 821 04 Bratislava, Slovakia IC DPH SK2020341158
T +421 (2) 4920 3888, F +421 (2) 4920 3899, E-mail sk-reception@alef.com
Obchodny register Okresného sudu Bratislava 1, Oddiel: Sro, vlozka ¢islo 12187/B


mailto:sk-reception@alef.com

DISTRIBUTION Trust the Strong

Step 7.

Remove ports cluster1-01:e0e, cluster1-01:e0f, clusterl-02:e0e, clusterl-02:e0f from
Default broadcast domain. Go to Network -> Broadcast Domains and Edit Default.
Uncheck mentioned ports.

- Edit Broadcast Domain e

Edit the broadcast domain details and the azsigned parts.

Marme: Detaut
RATLL 1500
P=pace: Detault

A=zign Port=s:  Ports that can be assigned or unassigned to the selected broadcast domain are shawen below

Port Mame cluster1-01 clustert-02
=
elld
|:| ele D D
] eor [ 0
Save Save and Close Cancel

Click Save and Close.
TASK 2: Create an interface group

You can aggregate ports that aren’t currently hosting logical interfaces and that aren’t
assigned to any broadcast domain.

Step 1.

In GUI, navigate to Network -> Ethernet Ports. You can see that ports eOe and eOf on both
nodes haven’t assigned Broadcast Domain.
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Ethernet Ports
[ create interface Group [@ createvian [ X 3 Refresn

T Fort T Mode T Brosdeast Domain T IPspace
® e cluster] 01 Cluster Cluster
O custer1- Cluster Cluster
@ e dluster-01 Default Default
® g custer1- Default Default
O ene dlustert-i -NA- Default
@ ar cluster1 01 -HA- Default
® e dluster!-12 Cluster Cluster
® . cluster] 02 Cluster Cluster
O e dluster!-12 Default Default
® g cluster] 02 Default Default
@ e cluster1-n2 “ha- Default
@ cluster] 02 -HA- Default

Step 2.
To begin creating an interface group, click Create Interface Group.

O P - - e U

Create Interface Group X

Irterface Group Mame: ala
Mocde: cluster? -01 i
Choosze the ports to include in this interface group.

< ele
| e0f

Mode

Mode determines how the ports inthe group are used.
Single - Only one of the ports is active at atime
* hultiple - &1l ports are simultaneously active

LACP - LACP protocol determines which port should be used

Load distribution

Load distribution determines how the netwark traffic iz distributed

2 P bazed - Netwaork traffic iz distributed bazed on IP addresses
MAC bazed - Metwork traffic iz distributed bazed on MAC addreszes
Sequertisl - Metwork tratffic is distributed az t iz received

Port - Metwork traffic is distributed based onthe transport layver (TCPIUDP) ports.

Aszign Broadoast Domain: Biroswse . [Cptional)

Create Cancel
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Step 3.

Select the eOe and e0f checkboxes.

Step 4.

Keep the default Interface group name.

Step 5.

Keep the node cluster1-01.

Step 6.

Choose Multiple for the Mode and IP based for the Load distribution.
Step 7.

Click Create.

Step 8.

Check the Ports list to verify the creation of the interface group.

Ethernet Ports

[ Create Interface Group [3 Createwiam [2) Edit X Delete | 3 Refresh

T FPort T Mode T EBroadcast Domain T IPspace
® dluster]-01 A Default
® e dusrer!-01 Cluster Cluster
O ap dluster1-01 Cluster Cluster
® duster1-01 Default Default
® e dluster1-01 Default Default
® e dluster1-01 HA- Default
® e duster?-01 A Default
L dluster]-02 Cluster Cluster
O e dluster1-02 Cluster Cluster

Interface Group Properties Interfaces on the Port

Distribution ip Interface Mame T s

Create Palicy: multimode

Member List: [eDe, e0f]

Health Status O Healtny

TASK 3: Create a VLAN

Step 1.

In GUI, go to Network -> Ethernet Ports.

Step 2.

To begin creating a VLAN, click Create VLAN:
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| Create VLAN ¥

Chooze phyzical interface for the YWLARN.

Mo cluster!-02 v
Physical Interface: ele w
¥LAM Tags

Erter a list of “YLAM tag numbers. Al numbers must be betvween 1 and 4034,

11 Al
Assign Broadcast Domain; Browese... | (Optional)
Creste Cancel
Step 3.
From the menu, choose port eOe on node clusterl 02 to host the VLAN.
Step 4.

Choose a list of VLAN tags to identify each VLAN hosted on this port:
a. Type 11, and then click Add.
b. Repeat with 22 and 33.

Step 5.

Click Create to create the VLANS.
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Create WLAN ¥

Choose physical interface for the YLARN.

Pocde: cluster1-02 v
Phyzical Interface: ele w
¥LAN Tags

Erter a list of WLAN tag numbers. All numbers must be between 1 and 4094

Acddd
11
22
3
Azzign Brosdoast Domain: Browese... | (Optional)
Creste Cancel

Step 6.

Check the Ports list to verify the creation of the VLANS. (If vlan ports are red, click
refresh).

Ethernet Ports

[& create Interface Group [ CreateviAM [2 Edit X Detere |13 Refrezh

T Port T Hode T Eroadcast Domain T IPspace
® clusterl-02 Cluster Cluster
o ac cluster1-02 Default Default
® s cluster-02 Default Default
o e cluster1-02 -HA. Default
O wem cluster-02 HA- Default
@ e clusterl-02 HA- Default
O e cluster1-02 -HA. Default
@ w cluster-02 HA- Default
VLAN Properties Interfaces on the Port
Parent Port: elle Interface Marme T SWM
VLAN Tag n
Health Status: O Healthy
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TASK 4. Create Broadcast Domain
Step 1.
In GUI, navigate to Network -> Broadcast Domains, and click Create.

Step 2.

Broadcast Domains

E Dashboard [ creste [EEdic X paler= | 53 Refresh

Broadcast Domain T MTU T IFspace
Applications & Tiers  »
Cluster 1500 Cluster
E Storage 4 Default 1500 Default
B Metwork -
Subnets
Metwork Interfaces
Ethernet Ports
Broadcast Domains
Create Broadcast Domain =

Specify the broadcast domain detailz and assign ports ta it.

Mame:
FATL:

IPzpace: w
Asszign Ports: Parts that can be assigned 1o a new broadcast domain are shawen belowy,

Paort Mame cluster1-01 clustert-02
ala |:|

els

ele-11

ele-22

ele-33

OOoOoOoOoO
OO0OO0OoO

elf

| Create [ Cancel |

Step 4.
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Enter the name bd1, MTU size 1500, IPspace ipspacel, and assign all available ports.

Step 5.

Create Broadcast Domain #

Specify the broadeast domain details and assign ports to it

Marme: bl
RATLI: 1500
IPspace: ipspace] hd

As=zign Ports: Poartz that can be azsigned to a new broadcast domain are shown belaw.

Part Mame cluster? -01 clustert -02
a0a
ele
ele-11
ele-22
ele-33
e0f

Create Cancel
Click Create.
Step 6.
Why not all ports are available for assignment to broadcast domain?
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TASK 5. Create subnet
Step 1.

In GUI, navigate to Network -> Subnets, and click Create.
Step 2.
| Create Subnet x

You can create a subnet to provide a logical subdivision of an 1P network to pre-allocate the IP addresses and divide space efficiently.

M |

&) subnet IPiSubnet mask:

) IP addresses can be a range or & list of comma separated entries or & mix of both.
© F addresses: For example: 1Pwd - 192 165.1.2,192 165.1.5-192.168.1.9 etc. or [PvE - .03 05 e slc.

[ Cptional)

Gateway: [DptiorEl)

&9 If vou specify the gatewway, a default route to that geteveay iz added to the azsociated 3 when
a LIF is created using thiz subnet.

&) Broadeast Domain: Browese...

P Show ports on thiz domain

Create Cancel

Enter the name subnetl, subnet IP/Subnet mask 10.34.x1.0/24, IP address range will be
10.34.x1.40-10.34.x1.59, and Broadcast Domain will be Default.

Step 3.
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Wou can create a subnet to provide a logical subdivision of an IP netwark to pre-allocate the IP addresses and divide space

efficiently.

Mame
9 Subret IP/Subnet mack:

9 IP Addresses:

Gareway:

9 Broadcast Domain:

Then click Create.
Step 4.

Subnets

[t creare [ Edit X Delere | 3 Refresh
Hame T Subnet

subnetl 10.34.11.0/24

Subnet subnetl is ready.
END OF EXERCISE.

subnet]

10.34.11.0/24

IP gddresses can be @ range ar a list of comma separated entries or @ mix of both.
For examples IPwd - T82 168 1.2 182 168 1. 5-TRZ {45 1.8 eic. or IFvE - o5, o facl eic

10.34.11.40-10.34.11.58 {Optional}

{Optional}

D If you specify the gateway, a default route to that gateway iz addad to the associated WM
when a LIFis created using this subnet

Default Erowrse

P show ports on this domain

Create Cancel
¥ Gateway T Avsilable [P Addresses. ¥ Used IF Addresses
NA- 20 ]
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LAB 8: Logical networking

In this exercise, you create a NAS data LIF, explore routing groups, migrate a data LIF, send
home a data LIF, and fail over a data LIF.

Objectives of this exercise
e Create a NAS data LIF
e Explore routing groups
e Migrate a data LIF
e Rehome adata LIF
e Fail over adata LIF
o Create a failover group
TASK 1: Delete the VLANSs and the interface group

Because we need the ports for future exercises, in this task, you delete the VLANSs and the
interface group that you created in an earlier exercise.

Step 1.
Ensure that no LIFs are hosted by the either the interface group or the VLAN.
clusterl::> network interface show
clusterl::> network port show
clusterl::> net port vlan show
Step 2
Delete all VLANS.
clusterl::> net port vlan delete -node cluster1-02 -vlan-name eQe-11
clusterl::> net port vlan delete -node cluster1-02 -vlan-name eQe-22
clusterl::> net port vlan delete -node cluster1-02 -vlan-name e0Oe-33
Step 3.
Take interface group a0a offline.
clusterl::> set advanced
Do you want to continue? {y|n}: y
clusterl::> net port modify -node cluster1-01 -port a0a -up-admin false
clusterl::> set admin
Step 4.
Check status of interface a0a.

clusterl::> net port show -node cluster1-01 -port a0a
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Step 5.

Delete the interface group.

clusterl::> net port ifgrp delete -node cluster1-01 -ifgrp a0a
Step 6.

Delete the broadcast domain bd1.

clusterl::> broadcast-domain delete -ipspace ipspacel -broadcast-domain bdl
Step 6.

Delete the ipspace ipspacel.

clusterl::> ipspace delete -ipspace ipspacel

Step 7.

Assign free ports to Default Broadcast Domain.

clusterl::> broadcast-domain add-ports -ipspace Default -broadcast-domain Default -ports
cluster1-01:e0e,cluster1-01:e0f,cluster1-02:e0e,cluster1-02:e0f

TASK 2: Create a NAS LIF
Step 1.

Create a data LIF called “datal” for one of your data IP addresses, setting eOe as the home
port.

clusterl::> net int create -vserver vsl -lif datal -role data -home-node cluster1-01 -home-
port eOe -address 10.34.x1.111 -netmask 255.255.255.0 —firewall-policy data

NOTE: The combination of home node and home port is what determines which physical
port on which physical node will be the home of this LIF. The home concept exists because
data LIFs can migrate to other ports on the same node or to any other node in the cluster.

Step 2.
Review the LIFs.
clusterl::> net int show

Now that a LIF is associated with your virtual server (SVM), the cluster SVM appears in the
list. This view of the LIFs includes an Is Home field that indicates whether this LIF resides
on its home node and home port, which were chosen when the LIF was created.

Step 3.
View the details of the data LIF.
clusterl::> net int show -vserver vsl -lif datal

This view shows all the attributes of the new LIF. In addition to the Home Node and Home
Port fields, Current Node and Current Port fields exist. If the LIF is migrated, one or both of
these Current fields might differ from the Home fields.
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TASK 3: Migrate a data LIF

Step 1.

Migrate your data LIF to the other node in your cluster.

clusterl::> net int migrate -vserver vsl -lif datal -dest-port e0c -dest-node cluster1-02

NOTE: The node and port parameters of the net int migrate command are for the destination
node and port. You could have migrated to any other data port (on either node) instead.
Remember that data LIFs aren’t owned by nodes, but they do reside on a node at any given
time, transparent to any NFS and CIFS clients.

Step 2.
Review the LIFs.
clusterl::> net int show

In this summary view, your data LIF’s Current Node field is the other node, and its Is Home
field is false.

Step 3.
View the details.
clusterl::> net int show -vserver vs1 -lif datal

NOTE: Unlike storage failover (SFO), this LIF migration does not cause a reboot of the node
from which the LIF is moving. Also unlike SFO, LIFs can migrate to any node in the cluster,
not just the high-availability (HA) partner.

Step 4.
Revert the data LIF (send it “home™).
clusterl::> net int revert -vserver vsl -lif datal

NOTE: You don’t have to specify the destination node and port. A LIF knows where its
home is.

Step 5.
View the LIFs to verify that this one went home.

TASK 4: Rehome a data LIF
Step 1.
Assign the LIF a new home port on port e0d on the opposite node.

clusterl::> net int modify -vserver vsl -lif datal -home-node cluster1-02 -home-port eOd
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Step 2.
Check the status of your data LIF again.
clusterl::> net int show

It has not yet moved to its home port, but because it is in a migrated state (because the current
port is no longer the home port), the Is Home status is false.

Step 3.

Revert the data LIF to send it to its new home.

clusterl::> net int revert -vserver vsl -lif datal

Step 4.

Verify that your data LIF has moved to its new home port.

clusterl::> net int show

TASK 5: Fail over a data LIF

Step 1.

View the failover group that was chosen by default.
clusterl::> net int show -vserver vsl -lif datal
Step 2.

View the Failover Group values for the LIF.

It is set to system-defined.

Step 3.

Show the current LIF failover groups and view the targets defined for the data and
management LIFs.

clusterl::> net int show -failover

Groups were automatically created for the data LIF.

Step 4.

To see how it fails over, reboot the node that hosts LIF datal.
clusterl::> system node reboot -node cluster1-02

Step 5.

Type Y to confirm.

Step 6.

If you are accessing the cluster via the node management interface on cluster1-02, sign in to
the cluster management interface or the node management interface on cluster1-01.
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From there you can view all the LIFs by using net int show to see that the data LIF fails over
to the other node.

NOTE: Because the Auto Revert value of the LIF is set to false, the LIF does not revert to
its home port automatically. If the cluster-management LIF is on the node that booted, it also
fails over to the opposite node.

Step 7.

When the rebooted node is up and running again, revert the data LIF by issuing this command
from either node:

clusterl::> net int revert -vserver vsl -lif data*
Step 8.
Look at the data LIF to see that it went home.

If the cluster management LIF did indeed fail over, there is no compelling reason to revert
it.

TASK 6: Create a failover group
Step 1.
Create a custom failover group that excludes data ports e0e and e0f on both nodes.

clusterl::> net int failover-groups create -failover-group newfogroup -vserver vsl -targets
cluster1-01:e0c

clusterl::> net int failover-groups show

clusterl::> net int failover-groups add-targets -failover-group newfogroup -vserver vsl -
targets cluster1-01:e0d

clusterl::> net int failover-groups add-targets -failover-group newfogroup -vserver vsl -
targets cluster1-02:e0d

clusterl::> net int failover-groups add-targets -failover-group newfogroup -vserver vsl -
targets cluster1-02:e0c

Step 2.

Assign the cluster failover group to the LIF datal.

clusterl::> net int modify -vserver vsl -lif datal -failover-group newfogroup
Step 3.

Check the failover groups assigned to each LIF.

clusterl::> net int show -fields failover-group

Step 4.

Verify the failover targets for datal.

clusterl::> net int show -failover -vserver vsl -lif datal
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Step 5.
Set your session to diagnostic privilege mode.
clusterl::> set diag

Warning: These diagnostic commands are for use by NetApp personnel only.

Do you want to continue? {y|n}: y
Step 6.
Deactivate the port that hosts LIF datal.
clusterl::*> net port modify -node cluster1-02 -port e0d -up-admin false
Step 7.
Verify that the port is down.
clusterl::*> net port show
Step 8.
To which port did datal migrate?
clusterl:*:> net int show
Step 9.
Reactivate the inactive port.
clusterl::*> net port modify -node cluster1-02 -port e0d -up-admin true
clusterl::*> net port show
Step 10.
Revert LIF datal back to its home port.
clusterl::*> net int revert -vserver vsl -lif datal
clusterl::*> net int show
Step 11.
Set your session back to administrative privilege mode.

clusterl::*> set admin

END OF EXERCISE.
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LAB 9: NAS protocols

In this exercise, you create a SVM, configure CIFS and NFS, and access the SVM namespace
with CIFS and NFS clients.

Objectives of this exercise
e Create a SVM
e Use OnCommand GUI to configure a SVM and NAS protocols
e Create an export policy
e Create a CIFS share
e Access a CIFS share from a Windows client

e  Access the namespace from an NFS client

TASK 0: Check and/or set up system time

Step 1. Set NTP server.

clusterl::> cluster time-service ntp server show

This table is currently empty.

clusterl::> cluster time-service ntp server create -server 10.34.x1.10

clusterl::> cluster time-service ntp server show

Server Version
10.34.x1.10 auto
Step 2.

Set date and time (to be synchronized with your AD server). Time difference between AD
controller and clusters have to be less than 5 minutes, otherwise you’ll be not able register
SVMs to domain. Even you set up NTP server, the system time is not moved immediately
but in some steps. So better is set up the time manually.

clusterl::> cluster date show

Node Date Time zone
cluster1-01

1/12/2016 13:25:10 +00:00 Etc/UTC
cluster1-02

1/12/2016 13:25:10 +00:00 Etc/UTC
2 entries were displayed.
Step 3.
clusterl::> cluster date modify -timezone Europe/Bratislava -date "1/12/2016 12:17:25"
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clusterl::> cluster date show Node Date
Time zone

cluster1-01

1/12/2016 12:17:29 +01:00 Europe/Bratislava
cluster1-02

1/12/2016 12:17:27 +01:00 Europe/Bratislava
2 entries were displayed.

TASK 1: Configure a SVM to serve CIFS and NFS

Step 1 Cashboard
In the GUI navigation frame, click Storage > SVMs (Storage A ERE & e [
Virtual Machines).
Storage -
Modes
Agoregates & b
Diisks
Step 2.
. SV s
In the SVMs toolbar, click Create to create a new SVM.
SVMs
+ Create Edit W Stop 9, 5yM Settings C Refresh
Name = | State = | Subtype = | Allowed Protocols
w5l running default NFS, CIFS, FCFFCoE, iSCS|
wsflxg running default NFS, CIF5, FC/FCoE, i5CS|
Step 3.
Enter vs2 as the name for your new SVM.
Step 4.

Select the aggregate n02_aggrl.

NOTE: Keep in mind that SVMs are independent of aggregates and nodes. Here you are
simply choosing an aggregate to host the new SVM’s root volume. Best practices suggest
that you do not use a node root aggregate to host a SVM root. If you do so, you receive a
warning.

Step 5.
To complete the SVM Details page of the wizard, take these actions:

Data protocols: CIFS and NFS
Language: C.UTF-8 [c.utf_8]
Security style: UNIX

Root aggregate: n02_aggrl

DNS configuration: Leave defaults
Click Submit & Continue.

D OO T
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Storage Virtual Machine {(SvM) Setup

o—(1—o

Erter S%h basic details

'_’,' Specify & unigue name and the data protocols for the S

S Mame: wE2
) Pspace: 2
'_’,' “olume Type: #® FlexYol volumes Infinite: *olume

An SVM can contain either multiple FlexMol volumes or a single Infinite Wolume,
“rou cannot change the volume type of the SWh after you set it
'_’,' Diata Protocols: ¥ CFS ¥ NFS ISCEl

'_’,' Default Language: CUTF-G[ cutf 58] hd

The language of the SWhi specifies the default language encoding setting for the SWhi and
itz wolumes. Using a zetting that incorporates UTF-2 character encoding iz recommended.

) security Style: e v

Root Aggregste:  n02_sggr! hd
DNS Configuration

Specify the DMS domain and name servers. DNS details are required to configure the CIFS protocal.

'_’,' Search Domains: ntap lakl

?," Mame Servers:

Submit & Continue Cancel

Step 6.
Select the Retain the CIFS data LIFs checkbox.

This option specifies that the data LIF supports both CIFS and NFS sessions. Assign IP
address select “Using a subnet”. Subnet will be subnetl and let radio-button “Auto-select
the IP address from this subnet” selected.

As a home port select cluster1-02:e0d.
Step 7.
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Storage Virtual Machine (SVM) Setup

o ® O—e
Enter S¥M basic details  Configure CIFS/NFS Enter SYM
protocol administrator details

Configure CIFS/NFS protocol

?) To enable CIFS, specify the data interfaces and the CIFS server details. If you are configuring NFS, specify NIS details.
To enable access to the NFS ports, add rules to the default export policy or create a new policy for the SVM.
4| Data LIF Configuration

[¢ Retain the CIFS data LIF's configuraticn for NFS clients.
Data Interface details for CIFS

Assign IP Address: | Using a subnet R

Subnet: subnetl  Change

auto-assign mode

?) Port: cluster1-02:e0d Browse...

Step 8.

In the CIFS Server Configuration type ntapvs2 as the name for your CIFS server, and enter
your fully qualified domain name ntap.labl.

Step 9.

4| CIFS Server Configuration

CIFS Server Mame: ntapws2 Provizion & volume for CIFS storage (Optional).
Active Directory: ntap lak Share Mame:
Organizational Unit; CN=Computers Size: GE v
Adminizteator Mame: administrator
Permizsion: Chande
Administrator Pagsweard, | seseeses
':’,' Encrypt data while accessing all the shares in this S ':’,' Encrypt data while accessing this share

| NIS Configuration {Optional)

Skip Submit & Continue Cancel

Enter the domain administrator name administrator and the password supplied by your
instructor, and then click Submit & Continue.

Step 10.

On the SVM administration page, click Skip.
Step 11.

Review the configuration summary and click OK.
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Step 12.

In GUI, select SVMs (Storage Virtual Machines).

5VMs

_4% Create |34 Edit O top e\ WM Zettings S Refresh

Name T Gtate T Subtype T Allowed Protacals

e running default MFS, CIFS

el running default MF5, CIFS, FC/FCoE, iSCSI
wsflng running default MF5, CIFS, FC/FCoE, iSCSI
Step 13.

In the list of SVMs, select vs2 and, on the toolbar, click the Edit and then Services.

Step 14.

Be sure that only the files in first column are selected

Edit Storage Virtual Machine *

Details Resource Allocation Services

Mame zervice switches are used ta look up and retrieve uzer information to pravide
proper access to clients. The arder of the services listed determines in which arder
the name service sources are consulted to retrieve information.

Tell me more about hawe name service switch configuration warks

Mame Service Switch

hosts: files hd dn= hd
NAMEmag: files b ~
Groug files w w w
netgraup:; files w b w
passwe files w b w

U0 you have selected nis or Idap a5 3 name service source, ensure that the KIS
and LDAP zervers are configured correctly. Invalid configuration can rezult in
protocaol access perfarmance degradatian.

Save Save and Cloze Cancel
Step 15.
Click the Resource Allocation tab.
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Step 16.

Select Delegate volume creation, and then choose aggregates that are available to host
volumes for this SVM by clearing the checkboxes for the aggrO aggregates and selecting the
rest.

Best practices suggest that data volumes should never be stored on a node’s aggr( aggregate.

Edit Storage Virtual Machine %

Details Resource Allocation Senices

Do not delegate wolume creation

Mo specific aggregates are assigned to this Storage Vidual Machine to provizion
walume creation.

#* Delegate valume creation

Agaregate ... Available S0 Raid Type Dizk Type Coantroller M.
agor0_nl s4354 MB raid_dp, nor... FoAL cluster -0
agord_nZ 54555 MBE raid_dp, nor...  FCAL cluster! -02
o 01 _agarl 209 G raid_dp, nor...  FCAL cluster! -01
o N1 _fp £.25 =B raid_dp, by...  FCALSSD cluster -0
o n02_agor! 387 GA raid_dp, nor... FoAL cluster -02
2
Save Save and Cloze Cancel
Step 17.
Click Save and Close.
Step 18.

If the Configure Services warning appears, click OK.

TASK 2: Create a NAS data LIF
Step 1.
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Select Network > Network Interfaces.
Step 2.
Click the Create button to begin creating a data LIF.

Create Network Interface *

Specify the following details to add a new netwaork interface.

MName:
Interface Role: ® Serves Data
Intercluster Connectivity

SV hd
ﬁ Protocol Access:
9 Management Access: Enable Management Access

Aszign IP Address; hd
9 Port:

Ports or Adapters « Hosted Interface Co...| Speed

L ? ] Dynamic DMS (DONSE  [#) Enable Dynamic DNS

Cancel

Step 3.

Name the LIF vs2_cifs_nfs_lif2 and select the Serves Data role. Select SVM vs2 and choose
NAS protocols CIFS and NFS. Assign IP address Using a Subnet. Subnet will be subnetl
and let radio-button “Auto-select the IP address from this subnet” selected.

As a home port select cluster1-01:eQe.
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Create Newwork Interface b

Specify the following details to add a new network interface,

Mame: ws2_cifs_nfs_lif2
Interface Role: ® Serves Data

Intercluster Connectivity

SV ws2 -
9 Protocol Access: &1 CIFS
¥ MF5
9 Management Access: || Enable Management Access
Azsign IP Address; Using a subnet w7

Subnet: subnetl  Change

auto-assign mode

9 Port:

Parts or Adapters & Hosted Interface C... | Speed
4 cluster1-07 -
elc 2 1000 Mbps
eld 0 1000 Mbps
ele ()} 1000 Mbps -
€ Dynamic DNS (DDNS: ¥ Enable Dynamic DHS
€0 DONS i disabled on the selected SVM; vs2,
Create Cancel
Click Create.
Step 4.
Verify creation of the data LIF.
Network Interfaces
+ Create x o - it * C Refresh
= | Interface Name = | Storage Virtual Machin..= | IP Address/WWPN = | Current Port = | IsHome Port =
O wsd_cifs_nfs_lif1 vs2 10.34.11.40 cluster1-02:e0d Yes
(] _cifs_nfs_lif2 vs2 10341141 cluster1-01:e0e Yes
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TASK 3. Create an export policy

Step 1.

Select Storage > SVMs > vs2 > SVM Settings > Export Policies.

SVM w52

¥

SVM Settings

Protocols
CIFS
MFS
15C51
MvIe

Policies

+ Create  J# Rename X Delete @ Refresh
Paolicy

default

Export Policies

Efficiency Policies
Protection Paolicies
Snapshat Policies

QoS Policy Groups

Step 2.

Click the Create Policy button.

Step 3.

Name the policy vs2def and click Add to add a rule.

Create Export Policy

Falicy Name:

ws2def

Copy Rules from

Export Rules:
+ add S

Rule Index

www.alef.com

X

Client Access Protocols | Read-Only Rule | Read/Write Rule | Superuser Access

Create Cancel
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Step 4.

Specify 0.0.0.0/0 for the client specification.

Select both CIFS and NFS for protocols.

Select all checkboxes for each access type and click OK

Create Export Rule *

Client Specification: | g.0.0.0/0

Enter comma-szeparated walues for multiple client zpecification:
#| CIFs

| MFS

Access Protocols:

Flexcache

@3 'Fyvou do not zelect any protocol, access is provided
through any of the abowe protocols {CIFS MFS or FlesCache)
configured on the 3torage Yirtual Machine (3},

Step 7.
Click Create.

Access Details: #| Read-Only +| Readwrite
LInE Ld rd
Kerberos 5 Ld rd
Kerberos 5i td rd
Kerberos 5p 4 rd
MTLM i L
#| Allovy Superuser Access
Superuser acces: iz =et to all
Ot Cancel

|3 Create |3 Rename X Delete

SYM Settings
Faolicy
Protocols
default
CIFS
WFS ws2def
i5CEl

5¥M User Details

3 Refresh

Users,

Roles @ add & Edic X Delete | 4 § Move Down | 3 Refrash
[ e Eas Rule Index T Client T Access Protocols T
Ui 1 0.0.0.040 CIFS, MFS

[

TASK 4: Create and export of a volume

Step 1.

Select Storage > VVolumes
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& Create + | £t 0@ % actions ~ W View Missing Protection Relationships | & Refrasn
Status Name Style Aggregates Thin Provisioned Available Space Total Space
e Flesal 02 2ggrt Ne 18 M 208
Step 2
In the Volumes toolbar, click the Create FlexVol button to create a new volume.
Step 3.

Name the volume vs2_vol01. Click the Choose button to select a home aggregate for the
new volume. Select n01_aggrl and click OK.

Create Yolume *
General Storage Efficiency Quality of Service Protection
Name: vs2 wolOl
Aggregate: ni1_agarl Choose
Storage Type
) MAS (Used for CIFS or MF5 access)
Data Frotet gajacy Aggregate *
Tiering Policy
Policy: APETEQALE Available 5ize Disk Type FabricPool o
Tell me more a n{l‘l_aggr‘l 134 GB FCAL Mo
Size
nd1_fpl 7.03 GB FCAL {FlashPouol) | No
Total Size:
n02_aggrl 3.7 GB FCAL Mo
Snapshot Rese
Data Space:
Snapshat Spad
Space Reserve
5pace Reserve
Tell me more about space reservation
Create Cancel
Step 4.
In the Storage Type area, ensure that NAS is selected and tiering policy let default snapshot-
only.
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Step 5.
To complete the volume specifications, enter these values:
a) Set the Total Size to 400 MB.
b) Leave the Snapshot Reserve at the default.
¢) Choose Space reserve as Thin Provisioned.
d) Click Create.

Create Volume bt
General Storage Efficiency Quality of Service Protection
Mame: ws2_wolll
Aggregate: n1_aggrl Choose

Storage Type

Data Protection (Used as destination valume)
Tiering Policy
Faolicy: znapshot-only W

ell me more about external capacity tier and tiering policies.

Size
Total Size: 400 IME w7
Snapshot Reserve (%): 5 :j
Data Space: 380 MB
Snapshot Space: 20 MB
Space Reserve
Space Reserve (optionall: Default 7

Tell me more about space reservation

Create Cancel

Step 5.

After the wizard completes the volume creation, verify the new volume in the volume list.

+ Create  # Edit % i More Actions ' View Missing Protection Relationships (' Refresh
‘ Status = ‘ Name = ‘ Style = ‘ Aggregates = ‘ Thin Provisioned = ‘ Available Spa.. = ‘ Total Space =
= [] ws2_vol0l Flexvol n01_aggrl No 3798 MB 400 MB
[] ws2_root FlexVol n02_aggrl No 1877 MB 20MB

Step 6.
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Perform these actions to modify permissions on the volume that was created at the beginning

of this task:
a. With vs2 vol0l selected, click Edit and check Configure UNIX permissions
(Optional)
b. Select all of the Read, Write, and Execute checkboxes for Owner, Group, and
Others.

c. Clear the Thin Provisioned checkbox.
d. Click Save and Close.

Edit Volume X

General | Storage Efficiency | Advanced

Name: vs2_vol01

Security style: UNIX o

[¥" Cenfigure UNIX permissicns (Opticnal) Read  Write Execute
Owner v v |V
Group v v v
COthers v v |V

[ Thin Provisicned

When a velume is thin provisioned, space for the volume is not allocated in advance. Instead, space is allocated as
data is written to the volume. The unused aggregate space is available to cther thin provisioned volumes and
LUNs.

Tell me more about Thin Provisioning

Save Save and Close Cancel

Step 7.
Repeat the previous step for the vs2 SVM root volume.
Step 8.

Select Storage > vs2 > Junction Path and verify where the new volume has been mounted
in the namespace.
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This page indicates that the volume is accessed by clients as /vs2_vol01 and that the default
export policy has been assigned to the volume.

Junction Path on SVM |..; v
F Mount M ra (¥ Refresh
Path Storage Object Export Policy Security Style
a %/ = vs2_roo default unix

- o vS2 VOl B8 vep volon default unix

Step 12.

To unmount the volume and remount it with a different junction name, select the volume on
the Junction Path page, click Unmount and, leaving the “Force volume unmount operation”
checkbox unselected, click Unmount.

Unmount Yolume #

Are you sure, you want to unmaount the volume ws2_vold17

Force wvolume unmount operation.

Unmount Cancel

Step 13.
On the Junction Path toolbar, click Mount.

Junction Path on SVM | v

[ Mount [F rd (™ Refresh
Path Storage Object Expaort Policy Security Style
- = ws2_root default unix

Step 14.
Perform the following actions:
a. Select volume vs2_vol01.
b. Type junction name vs2volO1.
c. Click Browse and select the root directory as the junction path.
d. Click Mount.
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NOTE: In this exercise, the junction name is slightly different from the volume name. It is
not necessary for the names to be the same. The volume name is used to reference the volume
within the cluster. The junction name is used to reference the root of the volume in the

namespace.
Mount Volume ®
“olume Mame: w2 _vol0] i
Junction Mame: w2l
Junction Path: ! Browese...
bdauirt Cancel
Step 15.
Verify that the junction path in the vs2 namespace is correct.
Junction Path on SVM |..; v
% Mount [ Unmount # Change Export Policy (¥ Refresh
Path Storage Object Export Policy Security Style
a5/ = ws2_root default unix
F vsdvoldl = yes o default unix
Step 16.
Select the volume vs2_root and click Change Export Policy.
Step 17.

Select export policy vs2def and click Change.

Change Export Policy X
“olume Marme: ve2_root
Junction Path: !
Export Palicy: we2def -
Change Cancel

Step 18.
Repeat the process for vs2_vol01.
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Change Export Policy %
“olume Mame: w2 _wall
Junction Path: fws2vol0l
Exzport Policy: wa2def hd
Change Cancel

TASK 5: Create CIFS share

Step 1.

To create a CIFS share for the new volume, select Storage > Shares -> vs2, and click the
Create Share button.

Shares on SVM |2 v

+ Create Share <4 Create Home Directory # Edit M Stop Sharing ™ Refresh
Share Name = | Path =
admins !
s J
ipcs
Step 2.
When the Create Share window appears, click the Browse button to select a folder to share.

NOTE: It is helpful to remember that you share folders, not volumes. You can share a
subdirectory within a volume or any junction path.

Create Share

Folder To Share: Browse...
Share Name:
Comment:
Enable continuous availabilicy for Hyper-Y and 501
) selectthis option if the share contains Hyper-y WHD= owver SME

Encrypt data while accessing this share

iy Encrypts data using SME 3.0 to prevent unauthaorized file access on this

share.
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Step 3.

Expand the root directory to view the volume that was recently mounted in the namespace,
select the folder that represents the junction for the volume, and click OK.

Browse For Folder %

Zelect a folder to share
a4
* [ waadmin
& vs2volll

Only volumes which are mounted are visible
Selected Path: Hvz2voll

a4 Cancel
Step 4.
Change the Share Name to voll and click Create.
Create Share 4
Folder Ta Share: S22yl Browze. ..
Share Mame: vl
Coammert:

Enable continuous availabilty for Hyper-Y and Sl
U0 Select this option if the share contains Hypee-y WHDs over ShB

Encrypt data while accessing thiz share

U0 Encrypts data using SMB 3.0 to prevent unauthorized file sccess on this
share.

Creste Cancel
1
Step 5.
Verify that the new CIFS share appears in the Shares list.
www.alef.com ALEF Distribution SK, s.r.o., ICO 357 034 66
Galvaniho Business Centrum IV, Galvaniho 17/C, 821 04 Bratislava, Slovakia IC DPH SK2020341158

T +421 (2) 4920 3888, F +421 (2) 4920 3899, E-mail sk-reception@alef.com
Obchodny register Okresného sudu Bratislava 1, Oddiel: Sro, vlozka ¢islo 12187/B


mailto:sk-reception@alef.com

DISTRIBUTION Trust the Strong

Shares on SVM |..o v
+ Create Share 4+ Create Home Directory & Edit B Stop Sharing C' Refresh
Share Name = | Path =
voll As2vol0l
admins
o1
ipcs
Step 6.
Create a second CIFS share, sharing the root directory as rootdir.

Shares on SVM |- v

+ Create Share 4 Create Home Directory # Edit M Stop Sharing C Refresh

Share Name = | Path =
roatdir !

voll Mes2woll

admins

cs

ipcs

TASK 6: Access your CIFS share from a Windows client
Step 1.

From the Windows command line, access the CIFS share by entering the following
command:

PS C:\> net view ntapvs2

You access the CIFS server by the name that you assigned when you used the cifs create
command to create the server.

Step 2.

If you encounter “Error 53. The Network Path was not found. ” attempt to identify the
problem by performing one or more of the following actions:

o Verify that the export policy allows CIFS access.
o Verify that CIFS access is enabled for the SVM.

e Review the data LIF setup to ensure that the LIF has the proper routing group and
that you can ping the IP address from the Windows client.
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o Verify that can you ping the CIFS server by name.

¢ If you cannot ping the CIFS server by name (the DNS is not set up to resolve the
CIFS server), attempt to access the CIFS server with the IP address of a data
LIF.
Step 3.

Map a drive letter to the CIFS shares.
PS C:\> net use * \\ntapvs2\voll

PS C:\> net use * \\ntapvs2\rootdir
Step 4.

Verify successful access.

PS C:\> dir z:

PS C:\>diry:

TASK 7: Configure CIFS home directories
Step 1.

In GUI, select Storage > Shares on SVM -> vs2, and click the Create Home Directory
button.

Step 2.

Enter the share name and the relative path name %w, and click Manage.
| Create Home Directory Share ¥

Home directory shares must contain a pattern in the name, path or both.
The path must be relstive to one or mare of the zearch paths below.
Mame: ~Sann

Relative Path: | %tw|

Commenrt:

Home directory search paths

hanage
Learn more about home directory patterns
Create Cancel
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Step 3.
Click Browse.

NOTE: You can add one or more search paths for a directory name match.

Manage Home Directories =
Path: Browse... Acdd
Path
Cancel

Step 4.
Select /vs2vol01 and click OK.
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Browse for Search Path *

Select & folder for & home directory search path.
a3y
=
- T vz2volld

Only walumes which are mounted are visible
Selected Path: Mes2vol

ik, Cancel
Step 5.
Click Add.
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Manage Home Directories #
Fath: Browse... A
Path
Ss2volil
Delete
Save Save and Close Cancel
Step 6.
Click Save & Close.
Step 7.
Click Create.
| Create Home Directory Share »

Hame directary shares must contain a pattern in the name, path ar bath.
The path must be relstive to one ar more of the search paths belowe,

Maime: ~ oy
Relative Path: AN

Commert:

Home directory search paths

Ses2vol0l Manage

Learn mare about home directory patterns

| Create || Cancel |

Step 8.
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Notice that the home directory share is among your list of CIFS shares.

Shares on SVM |, v

=+ Create share = Create Home Directory # Edic M Stop Sharing (! Refresh

Share Name = | Path = | Home Directory
admins !

s

ipcs

rootdir

voll ws2voll]

~Bw Howy i

Step 9.
From your Windows desktop, open Windows Explorer.

Windows Explarer
Displays the files and Folders on your compuker,

{‘Startl J . BEE | £ Administrator: Snaplrive. ., | @ clusterl - NetApp OnCo... |
Step 10.
Navigate to the voll share on your z: drive.

=l Libraries
3 Documents
rJ’- Music
= Pictures
E Yideos

=178 Computer
&, Local Disk {Z:)
o rootdie (lintapes2) ()

ﬁi Metwiork

Step 11.

On the voll share, create a directory called administrator and, in that directory, create an
empty text file called adminfile.

l administrator

G(\ :}\—,»| .= Computer = woll (Vinkapws2) (2:) = adminiskrakor

Organize - ijpen *  Print  Mew Folder

-1 Favorites Hame ~
B Desktop . adrninfile
® MNevaslsads
Step 12.

Map a drive to the home-directory share and verify the contents.
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PS C:\> net view \\ntapvs2
PS C:\> net use * \\ntapvs2\~administrator

PS5 C:\Users\Administrator?> net view \intapvs?Z
Shared resources at \\ntapvsl

Cnull)

Share name Type Used as Comment

rootdir Disk
wo 11 Disk
The command completed successfully.

P§S C:\lUsers\Administrator? net use * ‘\\ntapvs2Z“administrator
Drive %: 1s now connected to “intapws?Z“administrator.

The command completed successfully.
PS C:\lUsers\Administrator> x:
PS %% dir

Directory: H:l

Mode LastWriteTime Length Hame

N 9. 12. 2016 7:36 0 adminfile.txt
TASK 8: Access your data from a NFS client
Step 1.

Verify the export policy that was created for your volume.
clusterl::> vserver export-policy rule show -vserver vs2

Step 2.

Using Putty log in to the Linux (CentOS) machine.

[root@linsrv ~]# mkdir /mnt/vs2

[root@linsrv ~]# mkdir /mnt/path01

Step 3.

Using the IP address of either data LIF within vs2, access vs2 exports through NFS.
[root@linsrv ~]# mount -t nfs 10.34.x1.40:/ /mnt/vs2
[root@linsrv ~]# mount -t nfs 10.34.x1.40:/vs2vol01 /mnt/path01
Step 4.

Explore both NFS mounts, which are mounted at different points in the vs2 namespace, and
locate the home directory that you created earlier in the exercise.

[root@linsrv ~]# cd /mnt/vs2/vs2vol01/administrator/
[root@linsrv administrator]# Is

adminfile.txt

Step 5.
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Copy some data into the vs2_vol01 volume, and compare the amount of space that was used
before the copy with the amount of space that is used after the copy:

a. From the cluster shell:
clusterl::> vol show -volume vs2_vol01 -fields used
b. Then from your Linux client:
[root@linsrv /]# cd /mnt/path01
[root@linsrv /]# cp /usr/include/* .
[root@linsrv /]# Is
¢. Then from the cluster shell:
clusterl::> vol show -volume vs2_vol01 -fields used
The space consumed before the copy represents the Snapshot copy reserve space.
TASK 9: Create fpolicy to block mp3 files on file system
We will use the native engine, so we don’t need to create external engine.
Step 1.
We need to create events for all protocols

clusterl::> vserver fpolicy policy event create -vserver vs2 -event-name mp3_cifs -protocol
cifs -file-operations create,open,rename -volume-operation false

clusterl::> vserver fpolicy policy event create -vserver vs2 -event-name mp3_nfsv3 -
protocol nfsv3 -file-operations create,write,rename,symlink -volume-operation false

clusterl::> vserver fpolicy policy event create -vserver vs2 -event-name mp3_nfsv4 -
protocol nfsv4 -file-operations create,open,rename,symlink -volume-operation false

clusterl::> vserver fpolicy policy event show -vserver vs2
Step 2.
In second step we will create fpolicy and assign event to fpolicy container

clusterl::> vserver fpolicy policy create -vserver vs2 -policy-name mp3blocker -events
mp3_cifs, mp3_nfsv3, mp3_nfsv4 -engine native -is-mandatory true -allow-privileged-access
no

clusterl::> vserver fpolicy policy show -vserver vs2
Step 3.

Scope defines on which shares and volumes is fpolicy active using include and exclude
sections.

clusterl::> fpolicy policy scope create -vserver vs2 -policy-name mp3blocker -shares-to-
include * -file-extensions-to-include mp3 -volumes-to-include *

clusterl::> vserver fpolicy policy scope show -vserver vs2
Step 4.
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When fpolicy definition is ready we need to enable it.

clusterl::> vserver fpolicy enable -vserver vs2 -policy-name mp3blocker -sequence-number
1

clusterl::> vserver fpolicy show -vserver vs2
Step 5.

Try to create a file with extension mp3 in the NFS mount on the Linux server or on the
Windows share.

[root@linsrv path01] cd /mnt/vs2

[root@linsrv vs2]# dd if=/dev/urandom of=file.mp3 bs=1k count=30
dd: opening “file.mp3'": Permission denied

END OF EXERCISE
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LAB 10: SAN protocols

In this exercise, you experiment with scalable SAN by configuringa SVM as an iSCSI target
and connecting a LUN to a Windows host.

Objectives of this exercise:
o Use NetApp GUI to create a SVM for iSCSI
¢ Enable an aggregate as a resource for a SVM
e Configure Windows for multipath I/0 (MP10)
¢ Install the Windows Host Utilities Kit (HUK)
e Configure the iSCSI software initiator in Windows
e Use NetApp GUI to create an iSCSl-attached LUN
e Access the iSCSI-attached LUN on the initiator

TASK 1: Use NetApp GUI to create a SVM for iSCSI
Step 1.
In the GUI navigation frame, click Storage > SVMs.

eate 4 Edit W stop 9, VM Settings

wsflvg

Step 2.

™ Refresh

= | State = | Subtype =

running default
running default

running default

Click Create to create a SVM for iSCSI.

Step 3.

Allowed Protocols

NFS, CIFS, FC/FCoE, iSCSI

NFS, CIFS

NFS, CIFS, FC/FCOE, i5CSI

On the SVM Details page, enter and select the following, and then click Submit & Continue.

e SVM Name: vsISCSI1

e |Pspace: Default

e Volume Type: FlexVol volumes
e Data Protocols: iSCSI

e Language: C.UTF-8 [c.utf 8]

e Security Style: UNIX

e Aggregate: n01_aggrl
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Storage Virtual Machine (S¥M) Satup

o—{(1—e

Enter SM basic details

E
':’,' Specity a unique name and the data protocols far the Sl |
Shl Mame: velSCEH
2) IPspace:
2) walume Type & Flexvol volumes € Infinie Yolume

An SV can contain either multiple FlexVol wolumes or a single Infinite Yolume

“ou cannot change the walume type of the SYh after you set it

?) batabrotocals: [ oFs [0 wrs 0 iscal

?) Defautt Langusge: | CUTF-8[ cutf 8] N

The language of the SYh specifies the default language encoding setting for the SWh and

its velumes, Using a seffing that incorparates UTF-2 sharaster encoding is recommended.

?) Securtty Style: LMY v

Foot Aggregate:  not_agar| hd
DNS Configuration
Specify the DNS domsin and name servers. DNS details are required to configure the CIFS protocal.

2)  SearchDomains: ntap lakbl

2 Mame Servers: 10.34x1.10

Submit & Continue Cancel

Step 4.

On the iSCSI configuration page, enter and select the following, and then click Submit &
Continue.

e Target Alias: vsISCSI1_target
e LIFs Per Node: 2
e Assign IP address: Using a subnet
o Subnet: subnetl
o Radio button: Auto-select the IP address from this subnet
e Review or Modify LIFs configuration checkbox: Select
e Number of portsets: 1

e Click Submit and Continue
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Storage Virtual Machine (SYM) Setup

e M @ ® o
Enter S%M basic detals Configure iSCS1 protocol Enter SYM administrator
details

Data Interface (LIF) Configuration

Target Aliss: Pravizion & LU for iSCEl storage (Optional):
LIF= Per Mode: LM Size: B v
(Minimam: 1, Masimaw: 6) LUM OF Type: Windows 2008 or later v
2) Subret: v Hast Initistor:

#| Review or modify LIF configuration (Advanced Settings)

Mumber of portsets: 1 =
-

(Miniraar: O, Maximar: 1)

A Double-click row to edit

Mode Mame T Interface Mame Home Port  Portzet
cluster!-01 cluster! -01 _iscsi_lif_1 el iscE_pset_1
| cluster!-01 cluster! -0 _iscsi_lif_2 el izcsi_pset_1
cluster!-02 cluster!-02_jscsi_lif_1 elc izcsi_pset_1
cluster!-02 cluster!-02_jscsi_lif_2 ele izcsi_pset_1
-
Skip Submit & Continue Cancel
Step 5.

On the SVM administration page, click Skip.
Step 6.

Review the summary and, click OK.
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New Storage Virtual Machine (SYM) Summary %

You have successiully created a newe SV with the follosving configuration.

SVM Name:vsiSCSl

“olume Type: FlexMal volumes
Language: C

Security Style: LIRI

Roct Aggregate: n1 _aggr
Search Domains: rtap . lak

Maime Servers: 10.34.21.10
Protacaols Enabled: =Sl

ISCS| Configuration

Target Llias: weElZCEl

LIF= per node: 2

Mumber of nodes: 2

Metmask: 29525525510
Gateweay: 10.34.21 1
iZCE Service Status: Running

iSCSI LIF Detail=:

[P Addreszs, Mode, Port, Portzet, LIF Status)

103421 50 cluster!-01 e0cjizesi_peet 1 up
10.34.21 .51 cluster1-01 20d jzcsi_peet_1,up
1034 21 52 cluster1-02 elc j=zcsi_p=et_1,up
103421 53 cluster!-02 elejzcsi_peet_1,up

8133
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Step 7.
Select Storage > SVMs > vsISCSI1 > SVM Settings > iSCSI to review your iSCSI

SVM |usiscsn v
" Servi Initiator Securicy
SVM Settings ervice e
Protocols #ear O W stop ! Refrash
CIFs
HFS i5CS1 Service: @ i5C5l service is running
arget Mode Name ign.1992-08.com.netappisn.bea319348e441 1 e8a1 80050568 7ivs. 8
NVMe iSCS1 Target Alias: vsISCSI1_target
Policies

ISCSI Interfaces

Network Interface = | Target Portal Group Tag = | IP Address = | Current Port
s Paticy Graups cluster1-0r csi_lif_ 1029 10.34.11.42 cluster1-01:e0c
i 1030 10.34.11.43 cluster-01:20d
TASK 2: Enable an aggregate as a resource for a SVM
Step 1.
Select SVMs, and then select vsISCSI 1.
Step 2.
In the menu bar at the top of the page, click Edit.
SVMs
+ Create Z Ed X 0 W Stop &, sVM ngs C Refresh
Mame = | State = | Subtype = | Allowed Protocols = | IPspace
sl running default NFS, CIFS, FC/FCoE, iSCS1 Default
vs2 running default NFS, CIFS Default
vsISCSIT running default iscsl Default
wsflxg running default NFS, CIFS, FC/FCoE, iISCSI Default

Step 3.

When the Edit Storage Virtual Machine dialog box appears, click the Resource Allocation
tab.

Step 4.
Select Delegate volume creation, n01_aggrl, and n02_aggrl.

Selecting these values enable this Storage Virtual machine to provision volumes in these
aggregates.
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Edit S5torage ¥irtual Machine X

Details Resource Allocation Services

' Donot delegate valume creation

Mo specific aggregates are assigned to this Storage Yirtual Machine to
provision wvalume creation.

o Delegate volume creation

Agpregate .. Awailable 5. Raid Type Dick Type Contraller ...

I agerl_nl 54856 MB raid_dp, no..  FCAL cluster?-01
I ggerl_nd 54856 MB raid_dp, no..  FCAL cluster?-02
I~d nl1_agerl 1.68 GB raid_dp, no... FCAL cluster?-01
I nil_fpl 6.28 GB raid_dp, hy... FCALSSD cluster?-01
I~ nl2_agerl 3.068 GB raid_dp, no..  FCAL cluster?-02
1] | i
| Save || 5awe and Close | | Cancel |

Step 5.
Click Save and Close to complete the process.

TASK 3: Configure Windows for MP1O (MPIO is already installed)

Trust the Strong

NOTE: This exercise uses the Microsoft device-specific module (DSM) instead of the

NetApp DSM.
Step 1.
On the Windows desktop, click the Server Manager icon.

-
[rstart| - | G|

Server Manager opens.
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E,: Server Manager

Eile Action Mjew Help
& | 2w

=L, Server Manager (Y2Ka-HETARP) m
e —

_:_j.’ Roles
E-jj] Features
i Diagnostics
jﬁ’j Zonfigur ation L
== Storage

Wiew the status of F

<) Features Summary

Step 2.

Trust the Strong

On the toolbar at the top right of the page, right click on Features and then Add Features.

=L, Server Manager (Y2KS-NETAPP) E

_:_"}.r Rales

+ [
:.,-J- Diagnc add Features

_.Eﬁl Corfig Remove Features

L)

22 Shorag

Wiy g
Refresh
Help
|
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Step 3.
On the Select features page, select Multipath 1/0O and click Next.

Add Features Wizard

=%

%:E’ Select Features

Features Select one or mare Features ko install on this server.
Confirmation Features: Description:
Progress | Multipsth 1/, slong with the
[E] WET Framework 3.5.1 Features (Installed) Microsaft Device specfic Module
Results O Bfackground Inteligent TransFer Service (BITS) (DSM) or & third-party DSM, provides
[] BitLocker Drive Encryption suppart For using multiple data paths
[] Branchcache to a storage device on Windows,

[] connection Manager &dministration kit
[] Deskkop Experience
’: DirectAccess Management Cansole
iaroup Policy Management {Instaled)
[] Ink and Handwriting Services
[] tnternet Printing Client
[[] tnternet Storage Mame Server
[] LPR Port Monitor
[[] Message Queuing
[Ealrultipath 170
[] Network Load Balancing
[] Peer Mame Resalution Protacal
[ Quality Windows Audio Yideo Experience
[] Remate Assistance
[[] remate Differential Compression

ITI [E Remote Server Administration Tools (Installed) | _'LI
1 3

More about features

< Previos | Mext = I Install Cancel

Step 4.

On the Confirm installation selections page, select the “Restart the destination server”
checkbox, reply Yes to the warning, and then click Install.

Add Features Wizard [x]
. i ) )
.:l Confirm Installation Selections
ke

Features . . . )
To install the Following roles, role services, or Features, click Install,

Confirmation

(i) 1 informational message below
Progress

Results (i) This server might need to be restarted after the installation completes,

Multipath I/0

Prink, e-mail, or save this information

< Previous Mexk = | Install I Cancel

Step 5.

After the feature is installed and the Results window appears, confirm that the installation
was successful and click Close and close Server Manager.
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TASK 4: Install the Windows host utilities (Optional)

Step 1.

On the desktop of your Windows system, open the Downloads folder.
Step 2.

Double-click the NetApp Windows Host Utilities installation file.
Step 3.

If are prompted with a security warning, confirm that you want to continue.
Step 4.

On the title page of the installation wizard, click Next.

Step 5.

Confirm the license agreement and click Next.

Step 6.

On the Support for Multipathing page, select Yes, install support for Multipath 1/O and
click Next.

Step 7.

Confirm the destination folder and click Next.

Step 8.

Click Install.

Step 9.

If an FC Configuration Tool warning appears, click OK.

Step 10.

After the installation is complete, click Yes to restart the Windows system.

Step 11.

Wait about five minutes before you attempt to reconnect to your Windows Server system.

TASK 5: Configure the iSCSI software initiator (in Windows)

In this task, you use the MPIO instead of Multiple Connections per Session (MCS) technique
for multipathing.
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Step 1.
On your Windows desktop, open the Control Panel.

Step 2.
Select View by small icons and double-click iSCSI Initiator.

[EFl all Control Panel Items =]

( ;J\: ) @ = Control Panel = All Control Panel Tkems - - l‘all Search Control Panel !_.]
Adjust your computer’s settings Wiew byt Large icons ™
[ - ;I
'j? Color Management lﬁ: Credential Manager Date and Time

F - A *, r
I 1 Default Programs ’ﬁ Device Manager ’1'"'5'] Devices and Printers

Fonts Internet Options

P
! Display [_ _] Ease of Access Center J Folder Options

& i5CSI Initiator
tl

pry
i

- Keyboard _? Mouse —

“-/; X Java =TT
- LA - . -
¥ MPIO & Network and Sharing Center Motification Area Icons
& o
#—4  Phone and Modem \IQ Power Options lﬂ: | Programs and Features
@ kY ;I
Step 3.

If an error message appears to indicate that the Microsoft iSCSI service is not running, click
Yes to start the service.

Microsoft iSCSI Eq |

The Microsoft iC5] service is not running. The service is required to be
started For i9C51 to function carreckly, To start the service now and have
the service start automatically each time the computer restarts, click the Yes

button.
Mo
Step 4.
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If a message asks if you want to unblock the Microsoft iSCSI service through the Windows
Firewall, click Yes.

Step 5.
When the iSCSI Initiator Properties dialog box appears, click the General tab.

iSCSI Initiator Properties E |

Fawvorite Targets I Wolumes and Devices I RADILS
zeneral I Ciscowvery I Targets

i5C51 devices are disk, tapes, CDs, and other storage devices on
another computer on wour network that you can connect to,

Your computer is called an initiakor because it initiates the connection ko
the iSiZSI device, which is called a target.

Irikiakar Marne iqn. 1991-05., carm, micrasoft: nkap-w2kadc-
srvl.ntap.labl

To rename the initiator, click Change. Change...

To use mutual CHAP authentication Far werifying

kargets, set up a CHAP secrek, aecret

To set up IPsec tunnel mode addresses,
click Set up.

B

Set up

What is iSC51 7

K Zancel Sl
Step 6.
Record the Initiator Name (IQN):
Step 7.
Click the Discovery tab.
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i9CSI Initiator Properties E |

Fawvarite Targets I Molumes and Devices | RADILS
General Discovery I Targets

— Targek portals

Address | Port | Adapter | IP address |

&dd Portal, ., Remove Refresh |

~iaM5 servers

Marne |

add. .. Remove | Refresh |

K | Zancel | anply |

Step 8.

Click Add Target Portal, enter the IP address of one of ports within the vsISCSI1 port set,
and click OK.

Add Target Portal | x|

Type the IP address or DS name and port number of the portal you want
ko add. To select settings For the discovery session to the portal, click
Advanced.

IP address or DMNS name: Pork:

10.34.x1.42 | 5260 fdvanced... |
(o] 4 I Cance| |

Step 9.
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i

ON

Click the Targets tab.
iscot IntiotorProperties 3|

To access skorage devices for a barget, seleck the karget and then click
Log on.

To see infarmation abouk sessions, conneckions, and devices Far a target,
click Details,

Targets:

Favorite Targets I Wolumes and Devices I RADILS I

zeneral I Discovery Targets

Marme: I Skakus |

ign. 1992-03, com.netapp:sn.47F79902a5601.,.  Inactive

Log ar... | Refresh |

Ik | Zancel | Gl |

Step 10.

Verify that the discovered target appears in the list and click Log On to Target.
Step 11.

In the Connect To Target dialog box, select Enable multi-path and click Advanced.

www.alef.com

Log On ko Targek E

Targek name:

I . 1992-08. com. nekapp:sn. 477990225601 1e487F61 23478563412 vs. 6

¥ Automatically restare this conneckion when the computer skarts

v &
My

fdvanced. .. | K I Cancel

Only select this option if i5C5I multi-path software is already installed
on your computer,
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Step 12.

In the Advanced Settings dialog box, from the Target portal IP list, select the lowest target
portal IP address, and click OK.

Advanced Settings 2| x|

General | IPsec I

Conneck by using

Local adapter: IDeFauIt j

Source IP: IDeFauIt j

Target portal: Default j
Diefault

10,34.21.50 / 3260

~CRC | Checksum 10.34.21.53 / 3260
, 10.34.21.52 | 3260
I™ Data digest 10,34.21.51 } 3760

—I CHAP logon infarmation

CHER helps ensute data security by praviding authentication between a target and an
initiator, Tiojuse it, specity the same baraet CHAR secrek that was configured on the target
Fior Ehis imitiator,

LIsEr mame: I ign. 1991-05, com. microsoft:ntap-wZkade-srv 1.ntap.labl

Target secrek: I

[~ Use RADIUS to generate user authentication credentials
= Eerform mutusl authentication

Tio use mutual EHAR either specity: aninitiator secret on the Initiator Settings page or use
RapIls, The same sectek must be configured on the Earget,

[~ Use RADIUS to authenticate target credentials

[0]'4 I Cancel | apply |

Step 13.

Click OK to close the Connect to Target dialog box and start a new iSCSI session between
the initiator and target.

Step 14.

In the Target->Details-> Properties dialog box, clicking on the Properties tab you can
create additional sessions with all of the iISCSI LIFs within the port set.

Step 15.

Click OK to close the Properties window.

Step 16.

Click OK to close the iSCSI Initiator Properties window.
Step 17.

Close Control panel.
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TASK 6: Use NetApp GUI to create an iSCSI attached LUN
Step 1.
In GUI, select Storage > (vsISCSI) > LUNSs.

. Dashboard LUN Management Initiator Groups Portsets

: Crea IC " X =] - = el efres
. Applications & Tiers » @ L4 = o ~ C Refresh
Name = | Container Path = | Space Reservation = | Available Size
Storage -
Nodes

Aggregates &
Disks

SWMs
Volumes

LUNs

Step 2.
Click the Create button. The Create LUN Wizard appears.

Create LUN Yylzard X

Welcome to Create LUN Wizard

The LUR Wizard stepsyou through the process of creating and mapping
niew LM You will be asked for information about the LU, aswell as any
hiosts wou would like to map the LM ta.

hext | | Cancel |
Step 3.
Click Next.
Step 4.
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On the next page, enter and select the following:
¢ Name: lun_vsISCSI1 1
o LUN Type: Windows 2008 or later
e LUNsize: 100 MB
e Thin Provisioned checkbox: clear

Create LUN Wizard X

General Properties

ou can specify the nane, size, type, and an optional description for the LUN that you would like to
create,

,,:;\_. } You can enter g valid name for the LUN and an optional short description

Marme: lun_vsISCSI_1

Description: joptional}

[| *¥ou can specify the size of the LUN. Storage will be optimized according to the
=y fype selected.

QT}'PE Windows 2008 or later w

Tell me mare about LUN types

Size: 100 ME w
Space Reserve: Default w | loptionaly

Tell me more about space reservation

| Back 11 Mext 1 Cancel |

Step 5.
Click Next.
Step 6.

On the LUN Container page, first select Create a new flexible volume in, then click Choose,
select the n01_aggrl aggregate, and click OK.

Step 7.

In the Volume Name text box, accept the default name and click Next.
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Create LUN YWizard bl

LUN Container

You can let the wizard create a volume or you can choose an existing wolunme as the LUN container.

The wizard gutomatically chooses the ageregate with most free space for creating flexible
volume for the LU, Butyou can choose a different aggregate of your choice, You can also
select an existing wolumesqtree to create wour LUR,

Select an existing wolume ar qtree farthis LUK

® Create @ new flexible volume in

Ageregate hame: n01_aggrl | Choase |
Walume Mame: lun_wsISCSI_1_wal
Tiering Policy: snapshot-only W

Tell me more about external capacity tier and tiering policies.

| Back 11 Mext | | Cancel |
Step 8.
On the Initiators Mapping page, click Add Initiator Group to begin creating an initiator
group (igroup).
Step 9.

In the Create Initiator Group dialog box, on the General tab, enter or select the following:
e Name: ig_myWin
e Operating System: Windows
e Type:iSCSI

Step 10.

In the Portset area, click Choose.

Step 11.

Select the port set that you created with the Vserver in task 1 and click OK.
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Create Initiator Group *

General Initiators

Matme: ig_myWin
Operating System: Wincdow s R
Type
Select the supported protocol for this group
0 iSCS
FiZ/FCaE

Mized (ISCS & FCFCOE)
Portset

Forsets control the number of paths wisible to the hosts.

Forset: izcsi_paet_1 Chonse
Create Cancel
Step 12
Click the Initiators tab, and click Add.
Step 13.

Enter the initiator IQN that you recorded earlier (Task 5, Step 5) (or select it from pull down
menu) and click OK.(Or you can use command vserver iscsi initiator show from CL1.)

| ]

Create Initiator Group *

General Initiators

Select Initiatars v

iqn.1881-05. com.migraseftntap-w2kidc-sre.ntap.labl

Create Cancel
Step 14.
Click Create.
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Step 15.
Initiator-Group Summary
0 The initiator group "ig_rmdin® is
successfully created.
I OK |
Step 16.

Back on the Initiators Mapping page, verify that the new igroup has been added to the list;
then select the Map checkbox to the left of the igroup and click Next.

Create LUN Wizard X

Initiators Mapping

You can connect your LUH to the initiator hosts by =electing from the initiator group and by optionally
providing LUH ID for the inftiator group.

Map - Initiator Graup Mame Type LU I (Cptional)
r
iy Winc oS
Shiowe Al Initistor Groups | Add Initistor Group
| Back Il Iend || Cancel |
Step 17.

On the page Storage Quality of Service Properties click Next. Then review the LUN
Summary page and click Next.

Step 18.
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Review the Create LUN Wizard completion page and click Finish. Creation of the iSCSI-
attached LUN is now complete.

LUNs on SVM sS55I 4 ‘
LUN Management Initiator Groups Portsets
+ Create  [Q) Clone A" Edit X B status v & Move o Storage Qo (C Refresh
Name = ‘ Container Path = | Space Reservation = | Available Size
lun_wsISCSI1_1 Avaldlun_wsISCSI1_1_val Enabled 101.98 MB
LUN Properties
Mame: lun_vsl5C511_1 Policy Group: Mone
Container Path: Svalflun_wsISCSH_1_val Maximum A
Throughput:
Size: 101.98 MB EhP
IMowve Job Status: A
Status: @ Online !
s o Mowe Last Failure A
Type: Windows 2008 or later Reason:
LUN Clone: false Application: NA
Serial Ma: WpEZz]ME/G-X

Description:

TASK 7: Access the iSCSI attached LUN on the Windows host
Step 1.
On the desktop right click on Computer icon, and click on Manage.

Open
Explore

Map Metwork Drive. ..
Disconnect Metwork Drive. .,

Create Shorkcut
Delete
Rename

Properties

Step 2
In Server Manager window click on Storage > Disk Management.

=
File Action View Help
= F0HEE]
Sl Server Manager (NTAP-w2kaDC-5F [V ETET T S i e Actions
3 Roles -
Features Wolurne | Layout | Type | File System I Status I Disk Management o
Diagnastics = (C) Simple  Basic NTFS Healthey (System, Boot, Page File, Active, Crash Dump, Primary Partition) More Actions »
St corfiguration
E &5 Storage
"B snapDrive 4 | 0|
@ windows Server Backup |
[ -
=9 Disk Management o j
Basic {C:)
30,00 GB 30,00 GB NTFS
Orline Healthry (System, Boot, Page File, Active, Crash Dump, Primary Partition)
=
4| | LI W Unallocated [l Primary partition
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Step 3.

If you do not see the LUN disk in the bottom section of the center pane, right-click the Disk
Management node in the left pane and select Rescan Disks. New disk will appear.

" @IDisk 1
LInknotn
102 MB 102 MB

Mok Initialized Unallocated

Step 4.

Right-click the disk header and, if the disk is offline, select Online.
Step 5.

Right-click the disk header again and select Initialize Disk.

“ZiDisk 1
IIrkniceny
102 MEB 102 ME
Mok Initialized Lirlleeskad
Initialize Disk.
.;.ED—RDM Offline
B Properties
B Unallocat: Help !il:inn
Step 6.
Review the Initialize Disk dialog box and click OK.
Initialize Disk |
'ou muszt initialize a digk before Logical Dizk Manager can access it
Select digka:
vl Drizk: 1

|1z& the following partition style far the selected dizka:

= MBR [Master Boot Fecord)
" GPT [GUID Partition Tablz]

Mate: The GPT partition style iz not recognized by all previous wversions of
Windawe, |t iz recommended for disks larger than 2TB, ar disks uzed an

[tanium-bazed compliters.
ak I Cancel
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Step 7.
In the Disk Management pane, right-click the Unallocated partition and select New Simple
Volume.

L_=Disk 1 |

Basic |

101 MB 101 MB

online Unallacated Mew Simple Volume. ..

Mew Spanned Yalume, ..

e Mew Striped Yalume. .,
=sCD-ROM D Hew Mirrored Yalume. ..

DYD (D) Mew RAID-S Yolume,, .,
B Unallocated [ Primary partition Properties
- Help I
Step 8.
On the introduction page of the New Simple Volume wizard, click Next.
Step 9.

On the Specify Volume Size page, click Next.

Mew Simple Yolume Yizard | x| |

Specify Yolume Size
Chooze a volume zize that iz between the magimunm and minimun sizes.

b axirurm dizk zpace in MB: 100
Minimum disk space in ME: a
Simple vaolune zize in ME: 1100 :

< Back I Hewt » I Cancel

Step 10.
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On the Assign Drive Letter or Path page, click Next.
New Simple Yolume Wizard |

Aszzign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to vour partition,

O ifhzzign the following drive letter:

£ bount in the following empty MTFS folder:

IE vl
I Browsze... |

" Do not aszigh a drive letter or dive path

< Back I Hest » I Cancel

Step 11.
On the Format Partition page, perform one of these two actions:
e Click Next to accept the default values.

e In the “Volume label” text box, enter a label (such as the one shown here), and then
click Next.
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Mew Simple Yolume Wizard |

Format Partition
To store data on this partition, wou muzt format it firzt,

Choose whether you want ko Farmat this volume, and if so, what settings you want to use.

" Do nat format this wolume

{* Format this volume with the following settings;

Eile system: I MWTFS j
Allocation unit size: IDefauIt j
Waolume label IIun_vsISI:SI1_1|

Iv¥ Perform a quick format

[~ Enable file and folder compression

¢ Back I MHest > I Cancel

Step 12.
Review the Completing page and click Finish.
Step 13.

Verify that the new LUN is now provisioned and, when you are finished, close the Computer
Management window.

L_=Disk O
Basic {C:)
SD.pD GE 30,00 GE NTFS
Orline Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)
L =Disk 1
Basic lun_vsISCSI1 {E:}
102 IME 100 ME MNTFS
Orline Healthy (Primary Partition)
Step 14.

Navigate to the mount location of the LUN and verify that you can create a file in the LUN.

www.alef.com ALEF Distribution SK, s.r.o., ICO 357 034 66
Galvaniho Business Centrum |V, Galvaniho 17/C, 821 04 Bratislava, Slovakia IC DPH SK2020341158
T +421 (2) 4920 3888, F +421 (2) 4920 3899, E-mail sk-reception@alef.com
Obchodny register Okresného sudu Bratislava 1, Oddiel: Sro, vlozka ¢islo 12187/B


mailto:sk-reception@alef.com

Trust the Strong

un_wsISCSI1 {E:)

H[=] B3
ISearch lu_‘]

\_)v LJ - Computer - lun_wsISCSIL (E:)

File Edit “ew Tools Help
Organize v == Wiews ¥ (7]

Favorite Links Marne _+ || pate modified | -] Type | =] siz= |-l
| LUMTestFile 3/18/2016 236 AM  Text Document 1KE

fE, Docurnents

fE Pictures
ff;' FMusic

Maore  »»

Folders v

Bl Deskkop

|H Administrator
, Public

18| Computer
5_7', Local Disk, (2}
 lun_vsISCSIL (E:)
S ~administrator (1110,34.41 .40
S rootdir (110,34, 41,400 (¥:)
@ voll (1410.34.41.40) (Z:)

2 Metwork

Control Panel

& Recycle Bin

END OF EXERCISE
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LAB 11: Storage efficiency

In this exercise, you create a volume so that you can learn about resizing, working with gtrees
and quotas, creating FlexClone volumes, and configuring storage efficiency.

Objectives of this exercise
By the end of this exercise, you should be able to:
e Resize avolume
e Create a gtree and set user quotas
e Work with FlexClone volumes
e Enable deduplication and data compression

Step 1.

In GUI, select Storage > (Volumes on SVM: vs2) > Volumes, and then click Create
FlexVol.

Step 2.

In the Create VVolume window, enter these volume attributes, and then click the Create
button:

¢ Name: dataefficiency
e Aggregate: n02_aggrl
e 20 MB size, with 0% Snapshot copy reserve, and Space reserve: Thin-provisioned

Create Volume X

General | Storage Efficiency | Quality of Service || Protection

Mame: dataefficiency
AgEregate: no2_agerl Choose
Storage Type

® NAS {Used for CIFS or NFS access)

Data Protection {IUsed as destination volume)

Tlerng Policy
Falicy: snapshot-onky b
Tell me raare shout external capacity tier and tiering paolicies.
Slze
Tatal Gize: 20 ME ~
Snapshot Reserve (%) 1] +
Data Space: 20 MB
Snapshot Space: 0 Byte

Space Reserve

Space Reserve {optionaly Thin Provisioned | ™

Tell me rore sbout space reservation

Create Cancel
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Step 3.

Check the Namespace page to see where the volume was mounted. Remember that GUI
automatically mounts new volumes at /<volname>.

Namespace on SVYM | v
3 woune G : 3 Refresh
Fath Storage Object Export Palicy
4 8 ws2_root ws2def
s g ws2vol0l &} ws2_wolll wa2def
© 4 dataefficiency &} datsefficiency default
Step 4.
Select the dataefficiency volume from the list, click Change Export Policy, and change the
export policy to vs2def.
Step 5.
Navigate to the Volumes page for vserver vs2, select the volume dataefficiency, and click
Edit.
Step 6.

In the Edit Volume window, on the General tab, click Configure UNIX permissions and give
the Group and Others read, write, and execute permissions, and then click Save and Close.

Edit Volume X

General | Storage Efficiency | Advanced
Mame dataefficiency

Security style URIE ~

¥ Configure UNIX permissions [Optional) Read  Write  Exacute

Owner
Group
Others

| Thin Provisioned

Wihen a volume is thin provisioned, space for the volume is not alloceted in advance. Instead, space is alloceted as
data is written to the volume. The unused aggregate space s available to other thin provisioned volumes and LUNSs,
Tell me more about Thin Provisioning

Save Save and Close Cancel

Step 7.

From your NFS client, create a file in the dataefficiency volume.
cd /mnt/vs2/dataefficiency/

echo “This is the content of datafile in volume dataefficiency” >datafile
Is

cat datafile
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Step 8.
In GUI, on the Shares page, click Create Share to create a CIFS share for the new volume.

Shares on SVM |y v

} Create Share |98 Create Home Directo = Edit ) stop Sharing | Ty Refresh
C] C] v | = n Z |G

Share Mame T Path T Home Directory
gdming i’
=1 !
ipc3 i’
rootdir !
wall syl
=~y i v
Step 9.

Click Browse to select a folder to share, select the dataefficiency junction, and click OK.
Browse For Foldar *

Select a folder to share
ay s
© £ wsadmin
4 dataefficiency
s ws2valll

Only volumes which are mounted are wisible
Selected Path: fdataefficiency

ok Cancel
Step 10.
Name the share de and click Create.
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Create Share
Folder To Share: Jdataefficiency Browesze...
Share Marme: de
Coammert:

[ Enable continuous availabilty for Hyper-Y and Sl
D Select this option if the share contasins Hyper-+ WHDs over SWB

r Encrypt data while accessing this share

L0 Encrypts data using SMB 3.0 to prevent unauthorized file sccess on this
zshare.

Create Cancel

Step 11.
In Windows, map the new share as the T: drive.
PS C:\> net use t: \\ntapvs2\de
The command completed successfully.
PS C:\> t:
PS T:\> dir

Directory: T:\
Mode LastWriteTime Length Name
-a--- 10. 12. 2014 11:25 63 datafile

TASK 2: Resize a volume

Step 1.

Using Putty log in to the Linux (CentOS) machine and issue command
cd /mnt/vs2/dataefficiency/

Step 2.

Then we will try to create 30MB file.

dd if=/dev/urandom of=30mfile bs=1k count=30000

Step 3.
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Action ended with message “No space left on device”. Remove partial file.
Is-la

rm 30mfile

rm: remove regular file “30mfile'? y

Is-la

Step 4.

In GUI, on the Volumes page, select the dataefficiency volume and click the Actions >
Resize option to start the Volume Resize wizard.

ok Create » A Edit T [ Actions |~ ' Wiew Missing Protection Relationships D Refresh
Status T Name Y Style T Aggregates Y Thin Provisioned Y Available Space T
[ dataefficiency Flexval ni2_agerl Wes 18.83 ME
we2d_root Flexiol niZ_agerl Mo 16.84 MB
we2_walll Flexiol nl1_agerl Mo 37877 ME
Step 5.
When the wizard starts, click Next.
Step 6.

In the Resize Volume Settings window, change the Total capacity value to 100 MB without
changing the value in the Snapshot reserve field, and click Next.

Volume Reslze Wizard - dataefficlency X

Re<ize Volume Settings

¥ou €an resize data space by changing the size or Snapshot reserve percentage of the volume

100 MB Space Settings

Total Capacity: 100 ME |¥

Snapshot Reserve (4 0 {0 Byte)
Available Space

Current Mewr
Data Space 19.83 MB 59.83 MEB
napshot Reserve 0 Byte 0 Byte
Total 19.83 MB 59.83 MEB
Back |l Mext || Cancel
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Step 7.

On the Delete Snapshot Copies page, click Next.

Step 8.

On the Summary page, confirm the new capacity, and then click Next and Finish.

¥olume Resize Wizard - dataefficiency x

Summary

¥ou should review this summary before resizing the selected volume. ¥You can use the Back button
to go back and make any necessary changes.

100 ME Summary
*%ou are resizing the volume from 20 ME' ta "100 ME

Back Cancel

Step 9.

On the Linux (CentOS) machine create 30MB file.

dd if=/dev/urandom of=30mfile bs=1k count=30000
ls -1a

total 30132

drwxrwxrwx. 2 root root 4096 Dec 10 2014
drwxrwxrwx. 4 root root 4096 Dec 10 2014
-rw-r—--r--. 1 root root 30720000 Dec 10 2014 30mfile
- IrwW—I——hr R IWaREeet root 63 Dec 10 2014 datafile

TASK 3: Create a gtree and set quotas
Step 1.
In GUI, select Storage > Qtrees > (Qtrees on SVM: vs2).
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Step 2.
On the Qtrees page, click Create.

Step 3.

In the Create Qtree window, on the Details tab, name the gtree qtdemo and ensure that it is
in the dataefficiency volume.

Create Qtree *

Details Gluota

Mame: gtoemo

“olume: dataefliciency Birowvse...

Cplocks: |7 Enable oplocks for files and directories in this oqiree

Security StEC | nkert volume security style v

Export Poicy:  jpherit volume export policy Browse.. | LCreate Export Policy

Tell me more about ogtree options

Create Cancel

Step 4.
On the Quota tab, add a user quota of 5 MB, and then click Create.
Create Qtree b
Details Quota

Qtree Quota

[T Limit total space usage within this gtree

User quota

[¥ Limit total space usage for users of this qtree

Space Usage Limit: | g IME v
Create Cancel
www.alef.com ALEF Distribution SK, s.r.o., ICO 357 034 66
Galvaniho Business Centrum IV, Galvaniho 17/C, 821 04 Bratislava, Slovakia IC DPH SK2020341158

T +421 (2) 4920 3888, F +421 (2) 4920 3899, E-mail sk-reception@alef.com
Obchodny register Okresného sudu Bratislava 1, Oddiel: Sro, vlozka ¢islo 12187/B


mailto:sk-reception@alef.com

DISTRIBUTION Trust the Strong

Step 5.
In quota Activate window check “OK to activate the quota” and click Activate.

Ouota Activate *

L0 Toenable the gquota, activate the guota on volume 'dataetficiency’.

[V Ok to activate the guots

Activate Cancel

Step 6.
On the Quotas page, check the dataefficiency volume. Initialization can take several
minutes.

Quotas on 5VM |2 v

Uszer Defined Quotas Quota Report Quota Status on Yolumes

|= Creats [Z EditLimitz X Delete ||} Refrech

Walurme T Qtree Type

dataefficiancy qtdemo 8 user

Step 7.

Verify that the activation was successful.

You might need to click the Refresh button.

Step 8.

On your Windows desktop, from the Desktop, copy the file 10mfile into T:\gqtdemo.
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Copy Item

There is not enough space on de {\ntapvs2) (T:)

L[

K 9,76 MB is needed to copy this iterm, Delete or move files so wou have enough
space.

There was not enough space for this itern:

de tntapws2) (T:)
Twpe: File folder
Date modified: 10, 12, 2014 13:18

Free up space from this disk and try again:

de tntapws?)
Space free: 70,3 MB
Total size: 100 MB

Cancel |
Step 9.
Notice that the copy operation puts the gtree over quota and click Cancel.
Step 10.

In GUI, click the User Defined Quotas, and then click the Edit Limits button.

Quotas on 5VM |« v

User Defined Quotas Quota Report Quota Status on Yolumes

|3 Create |27 EditLimitz X Delete ||} Refresh

Wolume T  Otree Type
dataefficiency qtdemo & user
Step 11.

Trust the Strong

In the Edit Limits window, click the Space Limit tab, change the Hard Limit to 15 MB, and

then click Save and Close.
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Edit Limits
Details || Space Limit || File Limnit

Hard Limit: | 15

ME 7

Soft Limit: KB hd

Threshold: KB hd
Save Save and Close Cancel

Step 12.

Go back to the Quota Status on Volumes tab, select the dataeffeciency volume, and click
Refresh.

Quotas on 5VM |

v

User Defined Quotas Quota Report | Quota Status onVelumes

@ sctivate 3 Rafresh

Wolume T Status T Error

ws2_root ® ofr ® woError

ws2_vall] ® o ® woError

dataefficiancy ®on ® 1o Error
Step 13.

When resizing is over, copy the 10mfile to T:\qtdemo again. The operation should succeed
this time.

G(_:)v| . = Computer = de (1inkapys2) (T:) = gtdemo

Crganize *  Mew folder

Fe
. Marne
- Favorites

B Deskiop
4 Downloads
= Recent Places

|| 10mfile

TASK 4: Use FlexClone volumes
Step 1.

On the Volumes page, select the dataefficiency volume, click Actions > Clone, and then
click Create and Volume to create a FlexClone copy of the volume.
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Volumes on SVM |2 v
reate | T it | W ctions |~ iewr Missing Protection Relstionships efres|
+ 0 # Edi 5 & Wiz Missing P Rel hips O Refresh
Stat Change status to 3
us Name Aggregates Thin Provisioned Availahle Space Total Space
Resize
i b
dataefficiency Protec ni2_agerl 23 70.19 ME 100 MEB
ws2_root Menage Snapshots [P T — hle 16.8 MB 20 MEB
Clane 3 Create 3 Wolume
ws2_woll] . 37873 MB 400 MB
- File
Move Wiew Higrarchy

Storgge QoS
Provision Storage for Wikiware

Change Tiering Policy

Step 2.

In the Create FlexClone Volume window, accept the default name, select Create new
Snapshot copy now, and then click Clone.

Create FlexClone Volume *

Mame: dataefficiency_clone_07032018_092003_28

#| Thin Provisianing

Allocate space for the volume as it's used. Otherwise, the system resenves
space for the entire valume.

FlexClone parent Snapshot copy
® Create nevr Snapshot copy now

Use an existing Snapshot copy

Mame Date

Clone Cancel

Step 3.

In the top-right corner of the VVolume page, click the small icon ** (cogwheel) at the edge to
display a selection list that enables you to add additional fields.
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i

EOOD0EROCOD0O0EEEEEEONEEEHR

Status

Marme

Skyle

Aggregates

Thin Provisioned
Rt volurme
Available Space
Total Space

%a Used

Type

Protection Relationship
Storage Efficiency
Encryphed

05 Policy Group
Snaplock Type
Clone

I= Wolume Maowing
Tiering Policy

Application

0

N

Step 4.

Select the Type (if not selected) and Clone checkboxes.

Step 5.

Trust the Strong

In GUI, navigate to the Storage > Namespace page and notice that clonel does not appear
in the Namespace list.

Step 6.

Mount your clone volume under the path /vs2voll as clonel.

Step 7.

www.alef.com

Mount Yolume

Yalume Mame:

Junction Mame:

Junction Path:

dataefficiency_clone_1012201. v

clonel

ezl
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Determine where the clone is mounted in the namespace.

Namespace on S¥M | v

3 woune Gt unmount | 5 change Export Paliy | £ Refresh
Path
a§f
4 ws2vol]
4 % clonel
& qtdemo
4 4 dataefficiency
4 grdemo

Step 8.
Check the export policy on the clone and set to vs2def.
Step 9.
In Windows File Explorer, from your vs2 root volume drive, navigate to /vs2vol01/clonel.
Wdorer |

Storage Object

8 WEZ_root

8 wsZ_volll

8 dataefficiency_done_ 07032018 092003_28
qrderma

B8 dataefficiency

gtdema

‘;( :,lv | . = Computer = rootdiv (Jintapys2) () = ws2vol01 - clonel -

hd [‘i]] ISearch

Eile Edit Wiew Tools Help

Organize * =5 Yiews -
Favarite Links Marme = |v| Diake modified |v| Tvpe |v| Size |v|
. gtdemo 102712015 8:28 AM  File Folder

[E| oorments || 30mfile 1/27/2015 8:18 &M File 30,000 KB
FE Pictures | datafile 1/Z7)2015 8:03 &AM File 1KE
'TJ Tusic
i Recently Changed
’Ef Searches

J Public

Step 10.

From your NFS client, append some text to datafile on clonel.

cd /mnt/vs2/vs2vol01/clonel
Is

30mfile datafile gtdemo

echo "Edited from a FlexClone..." >> datafile

cat datafile

“This is the content of datafile in volume dataefficiency”

Edited from a FlexClone...
Step 11.

Trust the Strong

Expart Policy
we2def
ws2def
ws2def
we2def
ws2def
ws2def

Check the contents of the file on the parent volume, and notice that, although the clone and

parent share common data blocks, they function as separate volumes.

cd /mnt/vs2/dataefficiency/
cat datafile
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“This is the content of datafile in volume dataefficiency”
Step 12.

In GUI, on the Volumes page, select the clone, and then select Actions > Clone > Split.

Volumes on SVM |.s; v
ok Create # Edit . 0 B adions * '\-‘iew Missing Protection Relationships 5 Refrash
E P
Status Name Change status to * Egregates Thin Provisioned

Resize

dataefficiency Protect 02_agerl WeE

dataefficiency_c Manage Snapshots b3 ammen ag
Clone 3 Create 3

ws2_root Spiit ]

w2 woldl Mowe Wiew Hierarehy ]

Storage Qos
Provision Storage for Whhaare
Change Tiering Palicy

Step 13.

In the Clone Split window, select the OK to split the clone and delete all its Snapshot
copies checkbox, and then click Start Split.

The split takes some time to complete.

Clone Split %

' The clone "dataefficiency_clone_101 22014 _124500" will be =plit off from its
parert wolume"dataefficiency”.

Thiz may take several minutes to camplete for large volumes
All Snapshot copies taken on the clone will be deleted.

#| QW to =plt the clone and delete &l itz Snapshot copies

Ztart Split Cancel

Step 14.

On the Volumes page, notice the status in the Clone column. The clone no longer shares
blocks with the parent and is now a separate volume.

Volumes on SVM .. -

#orse - Frae B O Actions » | W View Missing Protection Relationships | Refresh
Satus Hame Style Aggregetes Thin Provisened Available Space Total Spzee 5 Used Trpe rotestion Relatians. Sterege Eifiency Clone
2, agey v 7000 MB 100 g = w

"

dataetfeiency_clone 0703 Flexvol ni2_aggr ves 7038 MB 100 M8 b1 -
" AI2_aggrt No 1673 MB 20m8 % -
"

vs2_velt) Flexuol

Step 15.

(Optional) If you wish, you can rename the volume to reflect its new status.

ni_agys No 37ET ME 400 ME E -
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TASK 5: Enable deduplication and data compression
Step 1.

In GUI, on the Storage > VVolumes page, select the dataefficiency volume and click the Edit
and Storage Efficiency tab.

Step 2.

Select the Enable Background Deduplication, Policy based checkboxes, select Storage
Efficiency Policy: Default, Background Compression and click Save and Close.

Edit ¥alume *

General || Storage Efficlency | Adwvanced

#| Background Deduplication

Recommended forwvolumes used for server or desktop virtualization, file system shares, or backups.
#® Policy based - Deduplication happens based on the selected policy.

Storage Efficiency Policy: default | Choose

On-demand - Deduplication must be run manually.

#| Background Compression 0
i
/£ Compression runs along with deduplication. Mot recommended for performance-critical applications.

Inline Compression

Tell rne more about storage efficiency.

Sawe Sawve and Close Cancel

Step 3

On the Volumes page, notice the dataefficiency volume’s status in the Storage Efficiency

column.

Volumes on SVM |vz v

o Create|~ | FEdit | T [ Actions |~ | @ View Missing Protection Relstionships O Refresh
Status Name Style Aggragates Thin Provisioned Available Space Total Space % Usad Type Protaction Relationship Storage Efficiency
sataetnciency Flexvol n02_sggr ves 55558 100w 3 ™ No enable
dataethciency_clone_t703... | Flexvol n02_sggr ves s 1008 B - o Disabled
2.0t ol n02_sggr No 16518 20mm " ™ o Disabled
w2001 Flexvol 01 _sggr No 55 1B an0wam 5 e o Disabled
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Step 4.
With the dataefficiency volume selected, notice % Used and Available space.
Volumes on 5VM |, v
o Create| v #FEdit T & Actions |+ W View Missing Frotection Relationships & Refresh
Status Name Style Aggregates Thin Provisioned Available Space Total Space % Used
dataefficiency FlexVol n2_agerl Ves 65.04 ME 100 MB 20
Step 5.

From the Y:\vs2volO1\clonel directory, copy the 30mfile to the T: drive, which is mounted
to the dataefficiency volume.

Step 6.
When prompted, select Copy, but keep both files

T T |

There is already a file with the same name in this location.
Click the file you want ko keep

Copy and Replace
Replace the File in the destination Folder with the File vou are copying:

30mifile

30mfile (Z:\UsersadministratoriDeskkop\Document ation)
Size: 29,2 MB

Date modified: 10. 12, 2014 13:04

Don't copy
Mo Files will be changed. Leave this File in the destination Folder:

J0mfile

30mfile (T:)

Size: 29,2 MB

Dake modified: 10, 12, 2014 13:04

Copy, but keep both files

The file you are copying will be renamed "30mfi

Step 7.
Again with the dataefficiency volume selected, notice % Used and Available space.

Volumes on SVM |,z v
ok Create - #FEdit T B Actions = W view Missing Protection Relationships | & Refresh
Status Name Style Aggregates Thin Provisioned Available Space Total Space % Used
dataefficiency Flexwal no2_agerl Wes 39.88 MB 100 ME -1}
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Step 8.

With the dataefficiency volume selected, click the Actions > Storage Efficiency and check
box Scan Entire Volume and than click Start.

Storage Efficlency {Background Mode) *
Walure Mame: dataefficiency
Deduplication Made: Scheduled {default)
Comprassion: Enabled {Background;
Last Run End Time: Marf07/2018 12:31:13

#| Scan Entire Wolume

Select this option if wou are running deduplication for the first time. By default,
deduplication is run only on data added =ince the last scan.

Start Cancel

Step 9.
Refresh volume page and notice % Used and Available space.
Volumes on 5VM |2 v
o create + FEdit T & Actions |~ W view Missing Protection Relstionships | 9 Refresh
Status Name Style Aggregates Thin Provisionad Availahle Space Total Space % Used
dataefficiency Flexval n02_zggrl Yes 69.21 ME 100 ME 30

On production systems, it can take longer time.

END OF EXERCISE.
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LAB 12: Data Protection: SnapShot and
SnapMirror copies

Objectives of this exercise:
e Create and initialize LS and DP SnapMirror replications
e Compare DP mirror replication times
e Add volumes and files to a replicated namespace
e Schedule periodic SnapMirror replications
e Promote an LS mirror
e Use System Manager to configure a SnapMirror relationship
e Use the CLI to configure a SnapMirror relationship

e Update SnapMirror relationships

TASK 1: Create and initialize LS and DP snapmirror replications
Step 1.

Create a mirror for the root volume of your virtual server on the same aggregate as the root
volume.

clusterl::> vol create -vserver vs2 -volume vs2_root_Is1 -aggregate n01_aggrl -type dp

NOTE: Although this is an LS mirror, it must be created as a DP mirror volume and then
changed.

Step 2.

Establish the mirror relationship between the source volume and the destination volume
and change the destination to an LS mirror.

clusterl::> snapmirror create -source-cluster clusterl -source-vserver vs2 -source-volume
vs2_root -destination-cluster clusterl -destination-vserver vs2 -destination-volume
vs2_root_Isl -type Is

Step 3.

Create another LS mirror of the same volume on the other node and establish the mirror
relationship with the same source.

clusterl::> vol create -vserver vs2 -vol vs2_root_Is2 -aggregate n02_aggrl -type dp
clusterl::> snapmirror create -source-path clusterl://vs2/vs2_root -destination-path
clusterl://vs2/vs2_root_ls2 -type Is

Step 4.
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Use a summary view and then an instance (detailed) view to view the mirrors.
clusterl::> snapmirror show

clusterl::> snapmirror show -instance

The state of each mirror is “Uninitialized.” No data has been transferred to the mirrors.
Step 5.

Perform the initial (baseline) replication to the set of LS mirrors of this source volume.
clusterl::> snapmirror initialize-Is-set -source-path clusterl://vs2/vs2_root
clusterl::> snapmirror show

NOTE: Now that the first replication of the LS mirrors has occurred, all requests that are
sent through existing NFS mounts or CIFS shares to the Vserver root volume are
transparently routed to one of the LS mirrors of this Vserver root volume rather than to the
read and write volume. This includes write requests, which will fail, because mirrors are
read-only.

Step 6.
Create two DP mirrors.

clusterl::> volume create -vserver vs2 -volume vs2_root_dpl -aggregate n01_aggrl -type
dp

clusterl::> volume create -vserver vs2 -volume vs2_root_dp2 -aggregate n02_aggrl -type
dp

Step 7.
Establish the DP mirror relationships.

clusterl::> snapmirror create -source-path clusterl://vs2/vs2_root -destination-path
clusterl://vs2/vs2_root_dpl -type dp

clusterl::> snapmirror create -source-path clusterl://vs2/vs2_root -destination-path
clusterl://vs2/vs2_root_dp2 -type dp

clusterl::> snapmirror show
Step 8.
Perform the initial (baseline) replication to one of the DP mirrors.

clusterl::> snapmirror initialize -source-path clusterl://vs2/vs2_root -destination-path
clusterl://vs2/vs2_root_dpl

Step 9.
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View the volume Snapshot copies of the source volume.
clusterl::> volume snapshot show -vserver vs2 -volume vs2_root

NOTE: The Snapshot copies are named with a prefix of “snapmirror.” These Snapshot
copies are specifically for the mirrors and are kept so that future replications to the mirrors
can determine which data is new since the last replication. Two SnapMirror Snapshot
copies of this volume exist. One is for the set of two LS mirrors. The other is for the DP
mirror.

Step 10.
Review the mirrors.
clusterl::> snapmirror show -inst

NOTE: The mirror root_dp1 has the state “Snapmirrored,” and the Mirror Timestamp field
shows the date and time of that replication. Because this is asynchronous mirroring, mirrors
are only as up to date as the manual replications or the scheduled replications keep them.

TASK 2: Compare DP mirror replication times
Step 1.
Replicate the DP mirror that has not been replicated.

clusterl::> snapmirror initialize -source-path clusterl://vs2/vs2_root -destination-path
clusterl://vs2/vs2_root_dp2

Step 2.

Review the mirrors.

clusterl::> snapmirror show -inst

The two DP mirrors have different replication times.

Step 3.

View the volume Snapshot copies of the source volume.
clusterl::> volume snapshot show -vserver vs2 -volume vs2_root

NOTE: Three SnapMirror Snapshot copies of this volume exist. They enable SnapMirror
software to perform incremental transfers to the mirrors of this source volume. One of
these SnapMirror Snapshot copies is for the set of two LS mirrors. The other two are for
the two independent DP mirrors.

Step 4.

Replicate to both DP mirrors.
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clusterl::> snapmirror update -source-path clusterl://vs2/vs2_root -destination-path
clusterl://vs2/vs2_root_dpl

clusterl::> snapmirror update -source-path clusterl://vs2/vs2_root -destination-path
clusterl://vs2/vs2_root_dp2

Step 5.

Review the mirrors.

clusterl::> snapmirror show -inst

Step 6.

Review the volume Snapshot copies of the source volume.
clusterl::> volume snapshot show -vserver vs2 -volume vs2_root
Three SnapMirror Snapshot copies of this volume still exist.
TASK 3: Add volumes and files to a replicated namespace
Step 1.

In your Vserver on the aggregate vs2_aggrl, create a volume.

clusterl::> volume create -vserver vs2 -volume vs2_vol03 -aggregate n01_aggrl -
junction-path /vs2vol3 -policy vs2def

Step 2.
Access your Linux client machine.
Step 3.

Assuming that your data LIF is still mounted from that NFS client, view the root of your
namespace.

cd /mnt/vs2
Is
Step 4.

From your cluster shell, perform an incremental replication to the set of LS mirrors of the
Vserver root volume.

clusterl::> snapmirror update-Is-set -source-path clusterl://vs2/vs2_root
Step 5.

After the mirror jobs are completed, from your NFS client, review the mirror of the root of
your namespace.
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Is /mnt/vs2

The junction for vs2_vol03 appears.

Step 6.

In the root of the namespace, begin to create a file called “myfile.”
touch /mnt/vs2/myfile

Because the NFS client references one of the LS mirrors, which is read-only, the file
creation fails. No writes can be done to an LS mirror.

Step 7.

Using the special .admin path, mount (as “root”) your namespace.
mkdir /mnt/vs2rw

mount 10.34.x1.40:/.admin /mnt/vs2rw

The .admin path forces your mount to use the source volume, which is read and write,
rather than allowing automatic routing to LS mirrors.

Step 8.

In the read and write root of the namespace, create a file called “myfile.”

touch /mnt/vs2rw/myfile

Is /mnt/vs2rw/myfile

The new file should appear.

Step 9.

Using the “normal” path that is routed to the LS mirrors, view the Vserver root.
Is /mnt/vs2/myfile

Because the new file is on the read/write volume and the LS mirrors have not been re-
replicated, the “myfile” file is not visible.

Step 10.

From your cluster shell, perform an incremental replication to the set of LS mirrors of the
Vserver root volume.

clusterl::> snapmirror update-Is-set -source-path clusterl://vs2/vs2_root
Step 11.

From your NFS client, review the mirror of the root of your namespace.
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Is /mnt/vs2/myfile
The file should appear.
TASK 4: Schedule periodic snapmirror replications

For this exercise, you use the 5min schedule for LS mirrors and the hourly schedule for a
DP mirror.

NOTE: In a real-world situation, it might be sufficient to replicate to LS mirrors hourly
and DP mirrors daily.

Step 1.
View the schedules that were created by default.
clusterl::> job schedule show

NOTE: The schedule that you use for replication depends on the data that is contained in
each volume and the requirements of the particular mirror. Some volumes might not need to
be replicated, while other volumes do; for example, the DP mirrors don’t have to be
synchronized as often as the LS mirrors. For this exercise, we’ll use the Smin schedule for
LS mirrors and the hourly schedule for a DP mirror. In the real world, it may be sufficient to
replicate to LS mirrors hourly and DP mirrors daily.

Step 2.

Modify one of the LS mirrors to use the 5min schedule.

clusterl::> snapmirror modify -destination-path clusterl://vs2/vs2_root_Is1 -schedule 5min
Step 3.

View the details of the LS mirrors.

clusterl::> snapmirror show -destination-path clusterl://vs2/vs2_root_Is* -instance
clusterl::> snapmirror show -destination-path clusterl://vs2/vs2_root_Is* -fields schedule
The SnapMirror schedule of each LS mirror is now set to 5min.

Step 4.

Modify one of the DP mirrors to use the hourly schedule.

clusterl::> snapmirror modify -destination-path clusterl://vs2/vs2_root_dpl -schedule
hourly

Step 5.
View the details of the DP mirrors.

clusterl::> snapmirror show -fields schedule
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NOTE: Only the schedule for the DP mirror that you explicitly modified is set to use this
schedule. Each DP mirror of a read and write volume is separate from the other DP mirrors,
except that they’re associated with the same read and write. They can each have separate
replication schedules, or one DP can have a schedule while another does not.

Step 6.

Check the time on a node.
clusterl::> system date show
Step 7.

While waiting for the scheduled mirror update to run, continue to run the system date show
command and watch for the system clock to reach a multiple of five, which triggers the
replication of all the LS mirrors of this volume.

NOTE: After the system clock reaches the five-minute mark, the mirror update occurs but
is not visible, which means that no job is created for it.

Step 8.

To determine which ones were replicated, view the summary of the mirrors.
clusterl::> snapmirror show -instance

clusterl::> snapmirror show -fields newest-snapshot-timestamp

TASK 5: Promote an LS mirror

Step 1.

Examine the read and write copy of the Vserver root volume and all its mirrors.
clusterl::> volume show -volume vs2_root*

The Type field shows the values RW, LS, and DP.

Step 2.

Promote one of the LS mirrors.

clusterl::> snapmirror promote -source-path clusterl://vs2/vs2_root -destination-path
clusterl://vs2/vs2_root_ls2

Step 3.
At the prompt to proceed, type y.
Step 4.

While the command runs in the foreground, wait for the command to complete.
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Step 5.
Review this volume family.
clusterl::> volume show -volume vs2_root*

The old read and write volume (vs2_root) is gone and the volume vs2_root_Is2 has the type
RW. The name of the volume didn’t change, but it is the read and write volume now, and all
the mirrors replicate from that volume.

Step 6.

Review the SnapMirror relationships.

clusterl::> snapmirror show

Only one LS mirror (vs2_root_Is2) exists.

Step 7.

From the newly appointed read/write volume, replicate everything again.
clusterl::> snapmirror update-Is-set -source-path clusterl://vs2/vs2_root_ls2
TASK 6. Set up an intercluster peer relationship

Step 1.

Start a PUTTY session Console node3.

Step 2.

Create a single node cluster2. Accept the defaults for all values except for the following, and
use specific IP addresses and netmasks.

Cluster name: cluster2
CIFS COXCBSUQACAAAAABGAAAAAAAAAAA
FlexClone WGKOESUQACAAAAABGAAAAAAAAAAA
iSCSI OIVRBSUQACAAAAABGAAAAAAAAAAA
NFS QTZNASUQACAAAAABGAAAAAAAAAAA
SnapMirror KMMZDSUQACAAAAABGAAAAAAAAAAA
SnapProtect SKBWGSUQACAAAAABGAAAAAAAAAAA
SnapRestore YROKDSUQACAAAAABGAAAAAAAAAAA
SnapVault IBIDFSUQACAAAAABGAAAAAAAAAAA
e Salvariho Business Contram IV, Galvaniho 17/C, 821 04 Bratslava, Slovakia :g%PH sKatR0aA115R

T +421 (2) 4920 3888, F +421 (2) 4920 3899, E-mail sk-reception@alef.com
Obchodny register Okresného sudu Bratislava 1, Oddiel: Sro, vlozka ¢islo 12187/B


mailto:sk-reception@alef.com

DISTRIBUTION Trust the Strong
Cluster management port: e0c
Cluster management IP: 10.34.x1.22
Cluster management subnet mask: 255.255.255.0
Cluster management gateway: 10.34.x1.1
DNS domain: ntap.labl
Name server: 10.34.x1.10
Node management port: e0c
Node management IP: 10.34.x1.33
Node management netmask: 255.255.255.0
Node management gateway: 10.34.x1.1
Step 3.

To check the status of your new cluster, enter the cluster show command at the console.
cluster2::> cluster show

Node Health Eligibility
cluster2-01 true  true
Step 4.

Disable autosupport

cluster2::> autosupport modify -support disable

Step 5.

Log off from terminal (telnet) session and log on trough SSH session to cluster management.
Step 6.

Log on cluster2 using ssh and cluster management IP address.

Step?.

This step is necessary only when running a virtualized cluster. The virtual disks attached to
each node are small compared to real hard disks, resulting in unrealistic sizes for aggrO and
volO.

Turn off snapshots on vol0 on both nodes.

cluster2::> system node run -node cluster2-01 vol options vol0 nosnap on
Step 8.

Set snap reserve on vol0 to 0%.
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cluster2::> system node run -node cluster2-01 snap reserve vol0 0
Step 9.

From the command line, show the aggregates:

cluster2::> stor aggr show

Step 10.

Rename the aggrO aggregates so that they are more easily identifiable.
cluster2::> aggr rename -aggregate aggrO -newname aggr0_n3

Step 11.

Verify the new names.

cluster2::> stor aggr show

The aggr0 aggregates have only one data disk each. The size of the data disk is 1GB.
Step 12.

Next steps till end of the exercise are specific only for the simulator environment. Add 3 data
disks to each aggr0 aggregate.

cluster2::> aggr add-disk -aggregate aggr0_n3 -diskcount 3
Step 13.

Increase the size of volO to 3GB.

cluster2::> system node run -node cluster2-01 vol size vol0 +2g
Step 14.

Verify the volO settings.

cluster2::> volume show -vserver cluster2-01 -volume volO
Step 15.

Assign all unassigned disk drives

cluster2::> storage disk show -container-type unassigned

cluster2::> storage disk assign -all -node cluster2-01
cluster2::> storage disk show -container-type unassigned
There are no entries matching your query.

Step 16. Set NTP server.

cluster2::> cluster time-service ntp server show

This table is currently empty.

cluster2::> cluster time-service ntp server create -server 10.34.x1.10
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clusterl::> cluster time-service ntp server show

Server Version
10.34.x1.10 auto
Step 17.

Set date and time (to be synchronized with your AD server). Time difference between AD
controller and clusters have to be less than 5 minutes, otherwise you’ll be not able register
SVMs to domain. Even you set up NTP server, the system time is not moved immediately
but in some steps. So better is set up the time manually.

cluster2::> cluster date show
Node Date Time zone

cluster2-01
3/9/2018 10:33:46 +00:00 Etc/UTC
Step 18.
clusterl::> cluster date modify -timezone Europe/Bratislava -date "1/12/2016 12:17:25"

Step 19.

From the cluster shell, create an aggregate.

cluster2::> aggr create -aggr aggrl -diskcount 16 -node cluster2-01
Step 20.

From the cluster2 tab in GUI, access Storage > SVMs window and click Create to start SVM
creation wizard.

S5VMs
Dashboard G crears [ AsfifeEt)
Name T State T Subtype ¥ Allowed Protocols
Applications & Tiers b
Storage -
Modes
Aggregates & »
Disks
SVMs
Step 21.
Accept all defaults except for those that follow.
SVM name:  vs9
Language: C
Protocols: NFS
Security style: UNIX
Aggregate: aggrl
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Primary domain: ntap.labl

Name server: 10.34.x1.10
Data LIF home ports: cluster2_01:e0d
Data LIF IP addresses: 10.34.x1.61
Data LIF netmask: 255.255.255.0
Data LIF gateway: 10.34.x1.1

Storage Virtual Machine {(SYM) Setup
Enter SWh basic details

'-f,-' Specify 8 unigue name and the data protocols for the YW

YR Mame sl
?) IPspace
2) Valume Type ® Flexiol volumes Infinite Valume
An VM can contzin either multiple Flexyol volumes or a single Infinite Volume
“ou cannat change the valume type of the SVM after you set it.
?) Data Protocols: CIFS @) MRS ) iscal
?) Default Lenguage: | C[c] =
The langusge of the S¥M specifies the default langusge =ncoding setting far the SYM and
its wolumes. Using a setting that incorporates UTF-E character encoding is recommended
?) security Style: LN =
Root Aggregate. agerl ¥

DNS Cenfiguration

Specify the DMS domain and name servers, DMS details are required to configure the CIFS protocol

2)  Search Domains ntap.labl

?)  Mame Servers 10.34.51.10

submit & Continue Cancel

Step 22.
On the SVM administration page, click Skip.

NOTE: Unless the destination SVM has the same language type as the source SVM,
SnapMirror software does not let you create an intercluster SnapMirror relationship.

Step 23.

Select Network > Network Interfaces, click Create, and create a second data LIF, using
following values:

Name: vs9 nfs_lif2
Role: Data

Home port: cluster2_01:e0c
IP address: 10.34.x1.62
Netmask: 255.255.25510
Gateway: 10.34.x1.1
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Step 24.
Create intercluster LIF on cluster?2.

cluster2::> net int create -vserver cluster? -lif ic1 -role intercluster -home-node cluster2-01
-home-port eOe -address 10.34.x1.71 -netmask 255.255.255.0

Step 25.
On both nodes in clusterl, create an intercluster LIF.

clusterl::> net int create -vserver clusterl -lif icl -role intercluster -home-node cluster1-01
-home-port eOe -address 10.34.x1.81 -netmask 255.255.255.0

clusterl::> net int create -vserver clusterl -lif ic2 -role intercluster -home-node cluster1-02
-home-port eOe -address 10.34.x1.82 -netmask 255.255.255.0

Step 26.

To create peer relationship between clusters, on the clusterl go to Configuration > Cluster
Peers.

Peering establishes a trust relationship between clusters or S¥YMs for sharing resources and replicating data with Snaphirror.

Intercluster LIF Cluster Peering

IP space will be Default, next click Submit and Continue.
Step 27.
Insert Intercluster LIFs address from cluster2: 10.34.x1.71

Target Cluster

Intercluster LIFs addresses

Target Cluster
Intercluster LIF IF
Addresses

Step 28.

To get a passphrase, insert cluster2 management IP address: 10.34.x1.22, and then click on
the shortcut, which will take you to peering management on the cluster2.

Quick access to launch the target cluster to generate a new passphrase (Optional}

MManagement Address

Managerment URL Enter the Management Address
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Step 29.

Generate Peering Passphrase ‘

Click on the button and generate passphrase.
Generate Peering Passphrase

Generate a passphrase for the lecal cluster IPspace and use the same passphrase in the remote
cluster for peering,
Mote: Passphrase cannot be used beyond its specified validity.

IPspace Default -

Fascphrase Validity | 1 Hour -

SV Parmissions @ All 53
Selected SYMs

Cancel

Step 30.
Copy passphrase.

Generate Peering Passphrase

Passphrase generated successfully
Use the fellowing infermaticn for peering based on the IPspace "Default™

Intercluster LIFIP Address  10.34.11.71
Passphrase nwXz2uX1fRZSDDWecCGAAUED
Passphrase Validity valid Until Fri Mar 09 2018 14:51:17 Eurcpe/Bratislava
SWh Permissicns  All

Email passphrase details

Copy passphrase defails

and enter it to field on page for Peering established relationship.
Step 31.
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Passphrase
Enter & passphrase of your choice, or get a passphrase from the target cluster,

Tell me more about passphrase

Passphrase ‘ 0‘

and then click Initiate Cluster Peering.

Step 32.

From the cluster shell of clusterl and cluster2, verify the relationship.
cluster peer show

cluster peer health show

Step 33.

Enter the following command to troubleshoot connectivity issues and long response times
between specific intercluster LIFs.

cluster peer ping

TASK 7: Configure a vserver peer relationship
Step 1.

From your putty session on clusterl, verify that the cluster peer relationship is currently
configured.

clusterl::> cluster peer show
Step 2.
Verify that the source Vserver has the language set to C.

clusterl::> vserver show -vserver vs2 -fields language
Step 3.

From your PuTTY session on cluster2, verify that the cluster peer relationship is currently
configured.

cluster2::> cluster peer show

Step 4.

cluster2::> vserver show -vserver vs9 -fields language

Step 5.

From clusterl, create a new Vserver peer relationship between vs2 in clusterl and vs9 in
cluster2.

clusterl::> vserver peer create -vserver vs2 -peer-vserver vs9 -applications snapmirror -
peer-cluster cluster2
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Step 6.

From cluster2, accept the peer request.

cluster2::> vserver peer accept -vserver vs9 -peer-vserver vs2

Step 7.

From both clusters, verify that the new Vserver peer relationship is successfully configured.
vserver peer show-all

TASK 8.

Step 1.

In System Manager, click the Protection > Relationship tab.

Relationships

Crashhboard B cresre | X .Y = | & Refrash

Source Storage Virtual .. 7 Source Wolume T Destination Wolume T Destination Storage Vir.. T Is Healthy T
Applications &Tiers b
Storage 4

Network b

Protection -

Relationships
Step 2.
Open the Protection window, click Create and select vs9.

Browse SYM *

Cnly unlocked and data-serving SVhis are listed here, Select the SYh for destination volume.

el

Mame T State T Subtype h @IEES]
wEl running default
| Select || Cancel |
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Step 3.

Configure the mirror relationship as follows:
Relationship type: Mirror

Source Cluster: clusterl

Source SVM: vs2

Source Volume: vs2_vol01

Destination SVM: vs9

Destination Volume Name Suffix: _vs9_vol01
Mirror Policy: MirrorAllSnapshots
Schedule: hourly

Create Protection Relationshlp

Trust the Strong

Data protection refers to backing up data and being able to recover it. Depending on your data protection and backup needs, you can select an
appropriate method to protect your data against accidental, malicious, or disaster-induced data loss.

Tell me mare about different types of data protection relationships.

Relatlarshilp Type

0 Relationzhip Type: Mirror ~

Saurce Volums

€ custer: clusterl v
SWh: ve2 hal
Wolurme: wsd_walll Erowse... 0

Destlnatlon Yalume

W wel

Wolume Mame Suffis: _wsh_volll 0

Canflguration Detalls

€ nirror Poligy: Mirror&llSnapshats

€9 schedule: ® hourly

Ewery hour at 05 minute;s)

Mane

Click Create.
Step 4.

Browise...

Browise...

Create

Go to tab Storage > Volumes and change the name to vs9_vol01.
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Volumes on 5VM |0 v
ok Create » | M Edit T & Actions ~ u Wiew Missing Protection Relationships & Refresh
Status Name Style AgEregates Thin Provisioned Awvailable Space
wel_wall] Flexval agerl Mo 48.13 MEB
wib_root Flexval agerl Mo 18.11 MEB

Step 5.

Return to Storage > Relationships tab and verify successful initialization of the SnapMirror
relationship. The intercluster initialization might take a few minutes.

Relationships

[ create [ eit X Detere | 'y Dperstions - | €} Refresh

Source Storsge Wirtual .. ¥ Source Wolume ¥ Destination Wolume ¥ Destination Storage Vir . ¥ |s Healthy ¥ Relationship State Y Transfer Status T

sz ws2_wal] wed_vol0 wsg ® ves Snapmirrored Idie

Step 6.
To view the relationship status from clusterl, select Storage > Volumes > vs2 > vs2_vol01

*Create + FEde T [ Actions ~ @ View Missing Protection Relationships < Refresh
Status Name syle Aggregates Thin Provisicned valableSpace Total Space o Usad Type Protection Relationship Storage Ef
datacfficiency Fleri/ol 02_oggr! es 57,38 MB 1008 S o No Enabled
datasmciency_clone 0703 Flevol 02_ogg1 s 68,74 1B 1001 n w o Disabled
ws2_raot_dp Fleri/ol i _oggr! No 16.34 MB 20M8 3 dp No Disabled
vs2_root_dp2 Flexi/ol 02_ogg1 o 15518 20 M8 ” ap o Disabled
ws_roat Is1 Fleri/al i _oggr! No 15.56 MB 208 2 Is Na Disabled
vs2_raor_ls2 Flexol 02_oggr1 o 15.52 1B 20 M8 2 w s Disabled
ve2 ol Flesvol n07_aggr1 o 37875 MB 40018 5 w s Disablzd
OVERVIEW
Status Onine SPACE ALLOCATION PROTECTION

Snapshor Copies Enabled  Yes

Aggregates  n01_aggr!

.25 MB Total Data Space Used
37895 ME Data Space Available
Total Data Space: 350 WE

Tiering Policy  snapshot-only.

Junction Path  Avs2valol

20 M Snapshot Reserve Space

Export Policy  ws2def

TASK 9.

Use the CLI to configure a snapmirror relationship

Step 1.

Check the language on the source volume.

clusterl::> volume language -vserver vs2 -volume vs2_vol03 -fields language
Step 2.

On cluster2, create a destination volume of type DP with the same language type.

cluster2::>vol create -vserver vs9 -volume vs2_vol03 -aggregate aggrl -size 25mb -type dp
-language C.UTF-8

Step 3.
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Create the SnapMirror relationship for vs2_vol03.

cluster2::> snapmirror create -source-path clusterl://vs2/vs2_vol03 -destination-path
cluster2://vs9/vs2_vol03 -type DP -schedule daily

NOTE: The source and destination volume names are not required to be the same. In this
exercise, you chose the names for clarity. This command can be issued from either cluster
without modification.

Step 4.
Initialize the SnapMirror relationship.
cluster2::> snapmirror initialize -destination-path cluster2://vs9/vs2_vol03

NOTE: When you create Storage Virtual Machine (SVM), the language is set for the SVM.
The language of the SVM determines the default language setting for volumes in that SVM.
You can modify the language of an SVM. You can specify the language for a volume when
creating a volume and it can be different from the language of an SVM. If you do not specify
the language for a volume then it inherits the language setting of its SVM. After the volume
is created, you cannot modify the language of a volume. Therefore, you must be aware of
the available language options.

TASK 10. Update snapmirror relationship
Step 1.
From your CIFS client, copy 30mfile into the voll share.

net use
New connections will be remembered.
Status Local Remote

OK T: \\ntapvs2\de
OK X: \\ntapvs2\~administrator
OK Y: \\ntapvs2\rootdir

oK Z \\ntapvs2\voll

voll ((1,10.34.11.41) {Z:)

g\ )v [+ Computer - volt (1i10.39.11.41) (2)) - )
Organize *  New folder
‘¢ Favorites Mame ~ Date modified Type Size |
& Downloads administrator 28. 2, 2015 13:19 File Folder
<l Recent Places =) conet 7.3, 2018 3:28 File Folder
B Deskton | zomfile 7.3 2018 5:59 File 30000 KB

The scheduled update occurs daily, but you can perform an on-demand transfer from the CLI
or from System Manager.

Step 2.
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To perform an on-demand transfer in System Manager, from cluster 2, in the Protection >
Relationship pane, select the relationship for vs2_vol01, click Operations to see the menu,
and then click Update.

Relationships

[3 creste [ Edit X Delete | S Operstions = | 53 Refresh

Source Storage Wirtual .. ¥ Source Wolume ¥ Destination Wolume ¥ Destination Storage Vir.. T s Healthy ¥ Relationship State

vs2 we2_wil01 wel_wol01] sl [ ] Wes Snapmirrored

Ws2 ws2_woll3 wsd_voll3 sl [ ] Wes Snapmirrored
Updata X

&9 Updates the data from the source volume to the destination volume. This
operation will continue to run in the background. You can check the transfer
statusin the details tab.

Source: cluster)ffvs2ies2_volll
Destination: cluster2: el fieed_violll
Configuration

® s per policy (2

Select Smapshot copy

Lirnit transfer bandwidth ta mhbps
Update Cancel

Step 3.

In the Details frame at the bottom of the SnapMirror window, view the status of each
SnapMirror relationship.

Source Location we2iws2_volll I Healthy, Orves Transfer Status: Idle
Destination veBiveD_vall] Relationship State Snapmirrorad Current Transfer Type Hone
Location:
Metwark Compression Mot Applicable Currenit Transfer Errar Hone

Source Cluster cluster] Ratio

Last Tranisfer Error: Hone
Destination Clustar:  cluster2

Last Transfer Type: Update

Transfer Schedule:  hourly
Latest Snapshot Timestamp:  03/19/2018 12:09:48
Data Transfer Rate:  Unlimited

Latest Snapshot Copy: snapmirror.51ff3e41-238f-11e8-ad04-0050565¢3778_2163735676.2018-
Lag Time: Mone 03-19_120857
END OF EXERCISE.
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LAB 13: Data Protection: Backups and disaster
recovery

In this exercise, perform a SnapVault backup restore data from a SnapVault backup.

OBJECTIVES

By the end of this exercise, you should be able to:
e Configure SnapMirror replication
e Perform a SnapVault backup
o Restore data from a SnapVault backup

TASK 1. Configure a snapvault relationship
Step 1.
In System Manager, click the cluster2 tab and select Protection > Protection Policies.

Dashboard

Applications &Tiers b

Protection Policies
(% creste [Edit X Delers | & Refresh
Neme T Type T Comment t

DPDefault Asynchranous. Hirror

A

‘or mirraring all Snapshot copies and the fat.

1= [ Rl presmesm— s
Mirrorandvault Mirrar vauie ela
Network »
MirrorLatest Asynchronaus Mirrar or mirraring the latest active file system
Relationships XDPDefault Vault Wault policy with daily and weekly rules.
Snapshot Policies
Protection Policies
Create Palley x
Policy Type: vault v
This palicy is of type vault that enables you to associate usar-
defined rules ta the policy.
Policy Mame: we2-vsB-palicy
Transfer Priority: MNormal hl

www.alef.com

Enable Metwork Compression

Add Comments
Policy Rules
Destination Retention Count

SnapMirror Label

[=] %

daily 7 X

A A Snapshot copy with the same Snaphirrar Iabel attribute must be crested on the
source volume forthe new label to be effective

Create Cancel
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Policy type: Vault

Policy name: vs2-vs9-policy

Policy rules:
SnapMirror label: daily
Destination Retention Count: 7
Click + to add rule.

Click Create.

Step 3.

Verify creation of the policy.

Protection Policies

[ Creats [ Edit X Delats | 3 Refresh

Name T Type T Comment T
P Defaut Asynchronaus Mirrar Asynchronous SnapMirror palicy for mirroring all Snapshot copies and the lat
WirrorllSnapshots Asynchronaus Mirrar Asynchronows Snaphirror palicy for mirroring all Snapshot copies and the lat
Mirrorndvault Wirrar Vault # unified Asynchranous SnapMirror and Snapyault palicy for mirraring the la...
MirrorLatest Asynchronaus Mirar Asynchronous Snaphirrar palicy far mirroring the latest active file system.
Unifiedyzar Wirrar Vault Unified Snaphirrar palicy with 7yesr retention

XDPDefault Vault Vault policy with daily and weekly rules.

wsz-vsd-policy vaur

Step 4.

Select Protection > Schedule and review the current schedules.

Schedules

& Creste [Z7 Edit X Delete | 5 Refresh
]

Mame T Type
smin Time based
Bhour Time hased

Auta Balance Aggregate Scheduler Interval based

daily

Tirme based
Ry Time hased
manthhy Time hased
pE-daily Time hased
pE-hourly Time based
pE-weekly Time based

RepaositoryBalanceMonitorjobichedule Intenval based

weekly Time based

Step 5.

Select Protection > Relationship then Create, and select SVM vs9.
Relationships
[@ creste [Z7 Edit X Delete | Operations = | 5} Refresh
Source Storage Virtual .. T Source Yolume T Destination Wolume T Dectingtion Storage Vir.. 7 1z Healthy T Relationship State T
wsd wesd_walll wsB wolll wsh [ ] Wes Snapmirrored
W wed_wall3 wed_wiall3 wel [ ] es Snapmirrared
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Step 6.

On the Create Protection Relationship page, enter and select following:
Relationship Type: Vault
Source Cluster: clusterl
Source SVM: vs2

Source volume: vs2_vol01
Destination SVM: vs9

Volume Name Suffix: _dst
Vault Policy: vs2-vs9-policy
Schedule: hourly

Initialize Relationship: selected

Create Protectlon Relatlonship x

1 1 1 1 T GG SR 1 S S S S e

Tell me more about different types of data protection relationships.

Relatlonshlp Type

0 Relationship Type: Wault W

Source Yolume

0 Cluster: cluster! v
R vs2 v
Wolurme: wed_wolll Erowise... 0

Destination Yolurme
Sk wel

Walume Mame Suffix: _dst L]
Canflguration Detalls

€ vault Palicy: ws2wsh-palicy Erowise. ..

€ scnedute: * hourly Browse. ..
Every hour at 05 minutels)

Mone

€ Y initiatize Relationship

“falidate Cancel
Click Validate.
Step 7.
After successful validation, click Create.
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Create Pronection Relationship b
Validate Matching Labels <B4
) veus rogy WaZ WS- Py
A tected welyreey Puve mpsching igsely
Wilumes Snapsher Machi. Deher Labels fre.. Cither Labelsfro,
wil_volbd daily weekly
Dinplaying 1- 1081 | 4 .

Continise o proted the volumes

Cooate Cocel
Step 8.
Verify initialization from cluster2.
Relationships
|3 creare = < 1Y = | ¥3 Refresh
Source Storage Virtual ... T Source Volume T Destination Volume T Destination Storage Vir.. ¥ Is Healthy T Relgtionship State T Transfer Status T
ws2 ws2_voll] s ol vsa O ves Snapmirrared Idle
ws2 ws2_woldl ws2_vol)7_dst wsg [ ] Yas Uninitialized Transferring
ws2 ws2_voll3 vs2_vol03 wsg @ ves Snapmirrared Idle

Step 9.

To view the SnapVault relationship status from clusterl, select Storage > Voumes > select
vs2_vol01 from the list, and click + to see details.

vs2_valo] Flexvol no7_aggrl o 350.03 MB 400 MB 12 L3 ves
OVERVIEW

SPACE ALLOCATION PROTECTION

L/

Status Online
Snapshot Coples Enabled  es
Aggregates  no1_ager!

@ TieringPolicy  snapshot.only W 25.57 MB Total Data Space Used

350.03 ME Data Space Available Protected
Junction Path Jus2vol0] Total Data Space: 380 MB There are 2 relationsnips
20 ME Snapshot Reserve Space UL
ExportPolicy  ws2def
Volume: vs2_volo1 < Back to All valumes
Overview Snapshots Copies Data Protection Storage Efficiency  Performance
& Refresh
Health Destination S¥A1 Destination Yolume Destination Cluster Relationship State Transfer Status Type
wsd ws8_vwol0l cluster2 Snapmirrored Idle Wersion-Flexible Mirror
wsd ws2_vol0l_dst cluster2 Snapmirrored Idle Wault
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TASK 2. Restore from a SnapVault backup
Step 1.

On cluster2, navigate to the Protection > Relationship page, select vs2_vol01, with
Relationship Type Vault and click the Operations button, and select Restore.

Relationships

[ create [ Edic alate parations || £ Refres
b G Edit X Dl 0j 3 Refresh

Source Storage Virtual .. T Sou estination Wolume ¥ Destination Storage Yir... T s Heafthy Y Relationship State T Trenster Status T Relationship Type

vs2 ws2 Update <0 vol0l vsd @ ves Snapmirrared Idle Version-Flexible Mirror

vs2 sl Quiesce =2_volil_dst vsd 0 s Snapmirrored Idle Wault

£2_valod Ve © ver snapmirrorad Iz warsian-Flezinle Miror

Restore

Step 2.
On the restore page, enter and select following.

e Restore to: Other volume

o Cluster: clusterl

o SVM:vs2

e Volume (new): vs2_vol01 vault_restore

e Aggregate: n01_fpl

e Configuration: Latest Snapshot Copy

e OK to restore the volume from the SnapShot copy: select

NOTE: The Restore button is activated when you select the “OK to restore the volume
from the snapshot copy” checkbox.
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Restore bl

€9 Restores the backed up data from the destination wolume to the source valume, or to another volume. The restare operation will delete newr
Snapshot copies thatwere not backed up and quotas on the volume will be turned off. You can activate quotas on the volume after this
opergtion is completed.

Restore from
Destination: cluster2:frsBfvs?_wolll_dst

{Used space:30.14 MEY
Restore to

Source wolume  ® Other valume

?J'. Cluster: cluster] 7

" Cluster peering status is healthy.

Storage Virtual Machine: | vs2jpeeredy Browse... | \7)
Walume: ® Mew Volume Select Wolume
Wolume narme: Ageregate:
ws2_woll1_wault_restore nl1_fp1 Erowrse...
Enable dedupe 7.03 GE available {of 7.03 GE}
Canflguration

® Latest anapshot copy: “snapmirror. 31fEed1-238f-11..° 0371872018 144112

Select Snapshot copy:

#| OK to restore the volume from the Snapshot copy

Enable Metwark Compression

Restare Cancel
Step 3.
Click Restore.
Step 4.
On the clusterl tab, select Storage > Volumes > volumes on SVM: vs2
o Creats |+ FEoit T & actions ~ W View Missing Protection Relationships & Refrash
Status Name Style Agaregates Thin Provisionaed Available Space Total Space % Used
dataefficiency Flex\fal no2_agerl Yes B7.47 MB 100 MB 32
dataefficiency_clone_0703.. Flexvol ndz2_agerl Wes G5.48 MB 100 ME 3
ws2_root_dpl Flexival n01_aggrl Na 15.17 ME 20 ME 19
wsd_root_dpl Flexvfol no2_aggrl Mo 16.5 MB 20 MB 7
ws2_root_|s] Flexvol nol1_aggrl M 15.52 MB 20 MB 22
ws2_root_|s2 Flexvfal no2_aggrl Mo 15.41 MB 20 MEB 22
wes2_volll Flexiviol nol1_aggrl Mo 34886 MB 400 MB 12
ws2_volll_vault_restore Flex\fal nol1_fp1 Mo 20,03 MB 49 98 MB 549
ws2_voll3 Flexvfal no1_aggrl Mo 17.65 MB 20 MEB i
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Step 5.

Mount the volume at /vault_restore. Go to Storage > Namespace and click Mount.

Maunt Voalurme *
“Wolume Mame: ws2_vall1_wault_restore &
Junction Mame: wault_restore
Junction Path: ! Bronwze...
Mount Cancel

Step 6.

Click Mount.

Step 7.

Click Change Export Policy button and change the export policy to vs2def.

Change Export Pollcy X
Yolume Mame: we2_woll1_wault_restore
Junction Path: Svault_restore
Export Policy: vsZdef b4
Change Cancel

Step 8.

Click Change.

Step 9.

From your Linux client, inspect the contents of the restored volume.
Is /mnt/vs2/vault_restore/

Is /mnt/vs2/vs2vol01

NOTE: The restored volume will not appear in the namespace until the Vserver root
volume replicates its LS mirrors. This occurs at five-minute intervals. You can manually
update the LS mirrors by using the snapmirror update-Is-set command if you prefer.

END OF EXERCISE.
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LAB 14: Cluster Management
Objectives of this exercise

e Move a volume
e Use roles to delegate administrative tasks using

TASK 1: Move a volume
Step 1.

From your clusterl PUuTTY session, look at your volumes and note the aggregate on which
vs2_vol01 is found.

clusterl::>volume show

Step 2.

Check for Snapshot copies of this volume and notice that there are some Snapshot copies.
clusterl::> volume snapshot show -volume vs2_vol01

Step 3.

Move the volume from its aggregate to an aggregate on the opposite node, and note the job
ID that is displayed.

clusterl::> vol move start -vserver vs2 -volume vs2_vol01 -destination-aggregate
n02_aggrl

Step 4.

While the move job is running, continually show the volumes (vol show) to watch the
temporary (type TMP) volume that is created (on the destination aggregate) as part of this
process.

clusterl::> vol show -vserver vs2

After the data movement is complete, an automatic action is taken to change the identity of
this temporary volume to become the flexible volume that was moved, and then the old
volume on the source aggregate is deleted.

Step 5.

Look at the jobs, then look at the move job by using its job ID while it is running and after
it finishes.

clusterl::> job show
clusterl::> job show -id <jobid>

Jobs only remain in the job show output for a few minutes after they are complete.
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Step 6.

When the move operation is finished, look at the details of the volume and assure yourself
that the only thing that changed was the aggregate (and node).

clusterl::> vol show -vserver vs2 -volume vs2_vol01

The junction path is the same as it was before, which means that the volume retained its
place in the namespace hierarchy, and because of that, the path known to all NFS and CIFS
clients is the same. The change of location is transparent to clients.

Step 7.

Look at the Snapshot copies of the volume that was just moved and notice that the volume
move kept all the Snapshot copies as they were.

clusterl::> vol snapshot show -volume vs2_vol01
Step 8.

In GUI, select vs2_vol01 and click the Move button to move the same volume from that
node and aggregate back to its original node and aggregate.

Volumes

5 create 27 Edit X Delete | FRy clone v [ status + G Snapshet Copies + :I.J: Resize 88 Move ‘% Storage @05 | Protectby = |3 Refresh

Matne T Agoregate T Status T Thin Provisioned T % Used Mave volumes to other aggregates non-disruptively | Space

dataetficiency n02_aggr! arling Ves 40 509,55 MA 100 MB

dateetficiency_clone_101 . nl02_aggr! anling Yes 39 E0.32 MA 100 MB

ws2_ront n02_aggr! arling Mo 5 18.68 MB 20 WB

ws2_vall1 n02_aggr! anling Yes 5 576 48 MB 400 MB
Step 9.

Select n01_aggrl and click Move.

Move Yolume X

Source Yolume

Tame: va2_wolll

Committed Size: 2.32MB

Agoregste: n02_agor

Storage Type: FCAL

Destination Aggregate

Marme Ayailable Space  Total Space RAID Type Storage Type
nol _agor! 1.95GH 433 GH raid_dp, normal - FCAL
nl1 _fpl B.2E6CGE To3cE raicd_dp, hybri... FCAL 25D

Source Aggregate Available Space
Before Move: 386 GB After hove: 3878

Destination Aggregate Available Space

Before Move: 185 GB After hove: 1.895G8
Mowve Cancel
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Step 10.
Click Move again and then OK.

Move YVolume B

o'xfculume move s woldl " to "l _aggr " is in progress.

Job Status: in_progress
Joka 1T a3

0K
TASK 2: Use roles to delegate administrative tasks
Step 1.
Enable a data LIF owned by Vserver vs2 to support Vserver-level management
connections.

clusterl::> net int modify -vserver vs2 -lif vs2_cifs_nfs_lif2 -firewall-policy mgmt
Step 2.
In GUI, select Configuration > Roles to display the predefined cluster-scoped roles.

NetApp OnCommand System Manager

Dashboard LUMNS SVMIs MNetwaork Hardware and Diagnostics » Protection - Configurations

Configurations

Cluster Settings [@ a0 [ ) Refresh
Configuration Updates ol
Service Processor admin
Cluster Peers autosUp ROt
High Awvailability backup
Licenses DERE
Cluster Update readonly
Date and Time

Services
SMIP
LDAP

Cluster User Details
Users
Roles
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Step 3.

Select SVMs > vs2 > SVM Settings > Roles to display the Vserver-scoped, predefined
roles.

Dashboard LUNs SVIMIS Metwork Hardhware andl Diagnostics ~ Protection ~ Configurations
ws2 @ COwerview Wolurnes MNamespace Shares LUNs Otrees Quotas SV Settings

SVM Settings

Protocols [ A o 3 Refresh
CIFS Role «

MES wsadmin

Policies wsadmin-backup

Expart Policies wsadmin-protocol

Efficiency Policies wsadmin-readonly

Protection Policies wsadmin-snaplock

Snapshot Palicies E——
QoS Policy Groups
Services
MIS
LDAP Clignt
LDAP Configuration
Kerberos Realm
Kerberos Interface
DMES/DDNE
S¥YM User Details
Users

Roles

Step 4.

Select a Vserver-scoped administrative role and scroll through the Role Attributes pane to
see the commands that are available to a user with this role.

S5VM Settings

Protocols @ add 2 Edit | €} Refresh
CIFs Role «

NFS wsadmin

Policies wsadmin-backup

Export Palicies wsadmin-protocal

Efficiency Policies sadmin-raadonty

Protection Palicies wsadmin-snaplock

Snapshot Policies usadminvolume

QoS Policy Groups

SVM User Details
Users

Rales Role Artributes

Host Users and Groups
Command

U DEFAULT

Windows
df
Marme Mapping
lun
netwark interface
network interface failover-groups
security certificate
sacurity cartificate file

security login banner

security lagin matd
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Step 5.

Examine the other roles and compare the commands that are available to users who are
assigned to the roles.

Step 6.
Select SVMs > vs2 > SVM Settings > Users to display the users for your Vserver, vs2.
Step 7.
Click Add to create a user.
Step 8.
Name the user vs2admin, choose a password, and click the Add button on the right side of
the window.
Add User ¥

Uzer name: vaZadmin

Pazswoard:

Confirm Pazsword: LTI

User login methods
Application Apthentication Role Arclcd
™ v
Ok Cancel
Tell me more about roles
Cancel
Step 9.
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Select the application ssh and the role vsadmin, and click OK.

Add User w
U=zer name: wa2acdmin
Pazswoard: mmnmmann

Confirtn Password: LLTITELES

User login methods

Application ALthentication Role Add
zzh w waadmin w
[8]33 Cancel

Tell me mare about roles

Cancel

Step 10.

Click Add at the bottom of the window to finish creating the user vs2admin.
Step 11.

Add another user with the following properties:

e User name: vs2intern
e Application: ssh
¢ Role: vsadmin-readonly

& Add & % 3 3 Refrezh

User & Account Locked
ws2admin Ma

we2intarn Mo

wsadmin Wes

Use PUTTY to start an SSH session to the data LIF IP (10.34.x1.40 or 41) address that was
management-enabled in the first step of this task, and log in as vs2admin.

Step 13.

Display the status of the cluster.
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vs2::> cluster show

The command fails. Why?

Step 14.

Display all available volumes and observe the SVM that are represented in the output.
vs2::> volume show

Step 15.

Modify a volume.

vs2::> volume modify -volume vs2_vol01 -comment "modified by vs2admin”

Step 16.

Verify the change.

vs2::> volume show -volume vs2_vol01 -fields comment

Step 17.

Use PUTTY to start another SSH session to the same data LIF, and log in as vs2intern.
Step 18.

Display network ports.

vs2::> network port show

The command fails.

Step 19.

Display network interfaces, examine the LIFs that are displayed, and compare the list to a
list of LIFs that is displayed for the cluster admin user.

vs2::> network interface show

Step 20.

Modify a volume.

vs2::> volume modify -volume vs2_vol01 -comment “modified by vs2intern”
The command fails. Why?

Step 21.

Close both of the vs2 administrative PUTTY sessions.

END OF EXERCISE
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LAB 15: Best practices — optional (if LAB 12 was
not done)

TASK 1. SVM root volume protection

To protect the Storage Virtual Machine (SVM) namespace root volume, you can create a
load sharing mirror volume on every node in the cluster, including the node in which the root
volume is located. Then you create a mirror relationship to each load-sharing mirror volume
and initialize the set of load-sharing mirror volumes.

On every node, create a load sharing mirror volume. For protecting the root volume of a
Storage Virtual Machine (SVM), you must create a FlexVVol volume on every node of the
cluster and designate it as a load-sharing mirror destination. A group of load-sharing mirror
destination volumes that replicate from the same source volume is referred to as a load-
sharing mirror set.

Step 1.
Identify the data aggregates in the nodes of the cluster by using the aggr show command.

clusterl::> aggr show -root false
Aggregate  Size Available Used% State #Vols Nodes RAID Status

n0l aggrl 4.39GB 1.70GB 61%online 4 clusterl-01  raid_dp, normal

n0l fpl 7.03GB 6.27GB 11%online  1clusterl-01  raid_dp, hybrid, normal
n02_aggrl 7.03GB 3.97GB 44%online  5clusterl-02  raid_dp, normal

3 entries were displayed.

Step 2.

On each node, create a load-sharing mirror volume by using the volume create command
with the -type parameter set to DP. The destination volume that you create must be the
same size or greater than the SVM root volume.

clusterl::> volume create -vserver vs2 -volume vs2_m1 -aggregate n01_aggrl -size 20mb
-state online -type DP

clusterl::> volume create -vserver vs2 -volume vs2_m2 -aggregate n02_aggrl -size 20mb
-state online -type DP

Step 3.

Verify that the volume type is set to DP for the load-sharing mirror volumes by using the
volume show command.

clusterl::> vol show -vserver vs2

Vserver Volume  Aggregate State Type  Size Available Used%
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vs2 vs2_ ml n0Ol aggrl online DP 20MB 19.89MB 0%
vs2  vs2_ m2 n02_aggrl online DP 20MB 19.89MB 0%
vs2  vs2 root n02 aggrl online RW 20MB 18.86MB 5%
vs2  vs2_vol01 nOl1_aggrl online RW 400MB 379.8MB 5%
4 entries were displayed.

Step 4.

Create a load-sharing mirror relationship between the SVM root volume and each of the
load sharing mirrors created on every node of the cluster by using the snapmirror create
command with the -type parameter set to LS.

clusterl::> snapmirror create -source-path vs2:vs2_root -destination-path vs2:vs2_m1 -
type LS -schedule hourly

clusterl::> snapmirror create -source-path vs2:vs2_root -destination-path vs2:vs2_m2 -
type LS -schedule hourly

Step 5.

The type attribute of the load-sharing mirror volumes changes from DP to LS. Verify that
the load-sharing mirror relationships are created and their mirror state is Uninitialized by
using the snapmirror show command.

clusterl::> snapmirror show -source-volume vs2_root
Source Destination Mirror Relationship Total Last

Path Type Path State Status Progress Healthy Updated

clusterl://vs2/vs2_root
LS clusterl://vs2/vs2_m1l
Uninitialized Idle - - -
clusterl://vs2/vs2_m2
Uninitialized Idle - - -

2 entries were displayed.

Step 6.
Initialize all the load-sharing mirrors in the set by using the snapmirror initialize-Is-set
command.
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clusterl::> snapmirror initialize-Is-set -source-path vs2:vs2_root
[Job 61] Job is queued: snapmirror initialize-Is-set for source "clusterl://vs2/vs2_root".
Step 7.

Verify that the load-sharing mirror relationships are in the Snapmirrored state by using the
snapmirror show command.

clusterl::> snapmirror show -source-volume vs2_root
Source Destination Mirror Relationship Total Last

Path Type Path State Status Progress Healthy Updated

clusterl://vs2/vs2_root
LS clusterl:/fvs2/vs2_m1
Snapmirrored Idle - true -
clusterl://vs2/vs2_m2
Snapmirrored Idle - true -
2 entries were displayed.
Step 8.

You should update the set of load-sharing mirror volumes to make the changes in the root
volume visible to all the clients before the next scheduled update. For example, when a
new volume is mounted on the root volume of the SVM, you should update the set of load-
sharing mirror volumes. Update all the load-sharing mirror volumes in the set by using the
snapmirror update-Isset command.

clusterl::> snapmirror update-Is-set -source-path vs2:vs2_root
[Job 62] Job is queued: snapmirror update-Is-set for source "clusterl://vs2/vs2_root".
Restore procedure:

If the Storage Virtual Machine (SVM) root volume becomes unavailable and you have
protected it with a set of load-sharing mirrors, you can promote one of the mirrored
volumes and then rename it to take the place of the original SVM source volume. For more
information read the “SVM Root VVolume Protection Express Guide”

END OF EXERCISE.
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LAB SOLUTIONS
LAB1

TASK1: Put a “P” or “L” beside each item in the following list of Data ONTAP
cluster-mode concepts to indicate whether it is physical or logical.

__P__node

__P__disk

__P__aggregate
__L__virtual server (Vserver)
L cluster

__ P network port
__L__flexible volume

__L__ Snapshot copy

__L__ SnapMirror copy
__P__host bus adapter (HBA)
L LIF

TASK2: Put an “N,” “A,” or “D” (or a combination of those letters) beside each item
to indicate whether it has a node Vserver, administration Vserver, or data Vserver
scope.

_ N__disk

_ D namespace

_ D_ dataLIF

__N__ network port

__A__ cluster management LIF
__D__ flexible volume

__N__ aggregate

__D__ Snapshot copy

__N__ host bus adapter (HBA)

_D__LUN
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LAB4

TASK 1: Identify kernel and user-space processes
Step 1.

Using the following list of cluster components, show the path of a network-attached storage
(NAS) write request by labeling each component with a number, starting with 1 for the
initiator of a write request and proceeding in order to the destination of the request.

_ 4 Cluster session manager (CSM)
_5 D-blade

_2__Data network port

1 NFSorCIFSclient
~3__N-blade

_7__Disks

_6__Nonvolatile RAM (NVRAM)

TASK 2: Explain RDB and quorum concepts

Step 1. List the names of the RDB units.

Answer: Management, VifMgr, VLDB, BCOM

Step 2. Which RDB unit keeps track of the data that is used to operate the clustershell?
Answer: Management

Step 3. Which RDB unit keeps track of the volumes and aggregates and which volumes are
on which aggregates?

Answer: VLDB
Step 4. How many healthy nodes are needed in a 16-node cluster to maintain a quorum?

Answer: 9, or 8 + Epsilon

TASK 3: vol0 and Vserver root volumes uses and limitations

Step 1. What is the minimum number of vol0 volumes in a 20-node cluster? What is the
maximum?

Answer: 20. 20.
Step 2. What is stored on a vol0 volume?

Answer: Log files, RDB databases.
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Step 3. For the following characteristics, write vol0O, vsroot, or both to match the volumes
with their characteristics.

a) Isa flexible volume _ both

b) Can have Snapshot copies __both

¢) Can have mirrors __vsroot___

d) Can be accessed by NFS or CIFS clients __ vsroot
e) Can be backed up to tape __ vsroot

f) Can be copied __ vsroot

g) Can be accessed by the systemshell __ vol0___

h) Can have junctions to other volumes __ vsroot

i) Cannot be moved to another aggregate __ vol0____
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